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Legal Information
© 2022 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

This Document (hereinafter referred to be “the Document”) is the property of Hangzhou
Hikvision Digital Technology Co., Ltd. or its affiliates (hereinafter referred to as
"Hikvision”), and it cannot be reproduced, changed, translated, or distributed, partially or
wholly, by any means, without the prior written permission of Hikvision. Unless otherwise
expressly stated herein, Hikvision does not make any warranties, guarantees or
representations, express or implied, regarding to the Document, any information
contained herein.

About this Document

Pictures, charts, images and all other information hereinafter are for description and
explanation only. The information contained in the Document is subject to change,
without notice, due to updates or other reasons.

Please use this Document with the guidance and assistance of professionals trained in
supporting the Product.

LEGAL DISCLAIMER

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE DOCUMENT IS PROVIDED "AS IS"
AND “WITH ALL FAULTS AND ERRORS". HIKVISION MAKES NO REPRESENTATIONS OR
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT. IN NO EVENT
WILL HIKVISION BE LIABLE FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT
DAMAGES INCLUDBING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, OR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATION,
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), OR OTHERWISE, IN
CONNECTION WITH THE USE OF THE DOCUMENT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES OR LOSS.

The content of this manual is furnished for informational use only and it is
subject to change without notice.
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Chapter 1 Firmware Version

ITCitcm403_er_EN_STD_5.0.1_220413

Chapter 2 What's New

2.1 New Features

2.1.1.Support for Chrome browser.
2.1.2.Support DDNS of DynDNS type

iDS-TCM403-ER Live Vie

‘SHHkfeion Diges Technology Co. L. All Rgrs Raserved

2.1.3.The web supports opening POS video recording.

iDS-TCM403-ER Live

layback cle  Configuraion  Rada Loamn B olowa B Reen b Pean

laybac cle  Configuraion  Rada Loamn B olowa B Reen b Pean
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2.1.4.Support HTTP MJPEG streaming.
2.1.5.Support RTSP over http/https streaming.
2.1.6.0nvif reports mate data information.
2.1.7.Support privacy masking.

iDS-TCM403-ER " . 1 Configuration ada Lm0 B tegw

2.1.8.New video playback function.

iDS-TCM403-ER ve View Playback Pict fguration R

[ o |
2.1.9. Support plug-in download.
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iDS-TCM403-ER

2.1.10.

Local
System
System Settings
Maintenance
Security
User Management
Network
Capture

Video

! Storage

Event

2.1.11.

iDS-TCM403-ER

layback  Piclwre  Configuralion  Radar Loaomn B olows 3 Reex

Upgrace & Mamienance  Log Search

Device Maintenance
Revaat

Restore /

ctings | Restore Factory Settl.. | estore the devce to the inactve statiss when leaving t
Data Export

Export

Export

Diagnasis Infarmatia Export

Upgrade (Nots: Updats the plug-in bafors upgrads. The upgrade packags is namad as XX.dav.)

upgrade

Advanced Settings Display Details

‘CHHinision Digeal Teshnology Ca. Lid All Rghts Resarved

Support to view CPU utilization and other device status.

Live View Playback Picture Configuration Radar

Basic Information Device Status Time Settings DST Serial Port

Device Status
Device IP Address 0.10.113.176
CPU Usage  41.09

Used Memory(KB)

Available Memory(KB) 92004

Cache Size(KB) 143768
1 NIC Waorking Rate (Mbps)
2 NIC Working Rate (Mbps)
Startup Time  2022-07-05 02:38:28
Running Time  0Day 1Hour 54Minute 385econd
Last Sync Time A

Time Difference Before and After Sync Time(s)

Password validity and password complexity are configurable.
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iDS-TCM403-ER Live View Playback Picture Configuration Radar

Local
Security Service Security Settings

System

Software
System Settings

Enable User Lock o

SSH Service

Maintenance

Security
Log Audit Service

User Management

Enable System Log Service
Network

Timeout Logout

Capture
£ Enable Timeout Logout for Static Page o

Video Max. Timeout 15 min

Storage Password Validity Period

Validity Type ) Permanent Daily

Event

IDS-TCM403-ER waView  Playback  Piclwre  Configuration Rada 2 amn B i Roboot  y Plugn Don About

User List

+ Passurced Level  Maddium Level

Maintenance 1 agmin n— s
Seculty
User Management

Hetwork

2.1.12.  Add SNMP

iDS-TCM403-ER Live View Playback Picture Configuration Radar X admin
Local
Network Interface Port HTTPS DDNS SNMP
System
SNMP v1/v2
Network
Enable SNMPvL
Network Parameters
Enable SNMP v2c
Read SNMP Community
(Epime Write SNMP Community ate
Video Trap Address  102.168.0.1
| Storage Trap Port
Trap Community
Event
SNMP v3
Enable SNMPV3
Read UserName
Security Level Authentication and not Encryption * Not Authentication or Encryption
Authentication Algorithm MD5  SHA
Authentication Password ~ seeess
Wite UserName
Security Level Authentication and not Encryption ~ Not Authentication or Encryption
Authentication Algorithm MD5  SHA
Authentication Password  ssssss
SNMP Other Settings

SNMP Port

©Hikvision Digital Technology Co., Ltd. All Rights Reserved.

) Lkenso
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2.1.13.  Increase font transparency configuration.

Text Overlay

R ——Tw T
= 1632
-
Overlay Information List
ectn I Devce N = are
e T e jnice Spess e ™

SHHkieion Dige Technology Co. L All Rgrs Reserved

2.1.14.  ANPR protocol adds direction.

2.1.15.  ISAPI gets the history including license plate information.

2.1.16.  Support snapshot of speeding events.

Application Mode

ot Mod
od
Smart Mode Recognition Area
Vot
1
Lan L
Uk
[

SHHkieion Dige Technology Co. L All Rgrs Reserved

2.1.17.  Support speeding event email alarm.

iDS-TCM403-ER v " yback 1 Configuration " 2 wmn B logs Rebock &, Plugn Downiosd

iDS-TCM403-ER 2 ayback Configuration ada Lm0 B tegw Reodt b P
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iDS-TCM403-ER Live View “layback clure Configuration tadar 2 agmin

Enable Emall [

‘CHHinision Digeal Teshnology Ca. Lid All Rghts Resarved

2.2 Improved Features

2.2.1.Support TF card video recording to carry POS information
2.2.2.ISAPI listening configuration page is optimized into a separate page.

iDS-TCM403-ER Live View Playback Picture Configuration Radar
Local
FTP Arming Alarm Upload ISAPIListen ISUP Email

System
ANPR IP/Domain | 0.0.0.0

Network
ANPR Port | 80

Network Parameters
HostURL | ftest

Data Connection Upload Binary Image

Capture Cloud Storage 43¢ Disabled

| Storage

Event

2.2.3.FTP supports the configuration of server address as domain name and

supports SFTP.
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Aming  Aarm Upload  ISAPIListen SUP Email

Enable FTP.

Save in Root Directory

‘CHHinision Digeal Teshnology Ca. Lid All Rghts Resarved

Device will need rebact after restoring. Continue?

Save parametars below?

Captra Text Qwanay | Vinen Text Overay| | Appiicaton Mods| | Supplemsnt Lont Paramesers || i

iDS-TCM403-ER Live View ayback Configuration tadar 2 agmin s Logout i% Reooor & Phgn Downioag

.....

2.2.5.Whenthefill light is turned on according to the time, the configuration is

easy to cause ambiguity, and the prompt is added.

iDS-TCM403-ER ve View ayback Picture Configuration Rada 2 admin
cense Parameters  Supplement Light Paramelers  Vehicle Feature  Text Overtay Picture Encoding and Composition

Flash Light Parameters

sde Constant Light Mode

Supplement hght i stil on to
the minute of end time.

Ganers

Hint: Test the function of triggering the camera to capture
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Chapter 3 Resolved Issues

The following are issues resolved in this version.

No. Issue Description

Chapter 4 Related product list

TCM403-ER
Smart Monitoring Camera

TCM403-ER
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Customer Impact and Recommended Action

This new firmware upgrade is to improve product performance, and will take effect
automatically after upgrading from previous versions. We'd like to inform you the above
changes. Also, we are sorry for any possible inconvenience of use-habit changes caused
by this action.

For questions or concerns, please contact our local technical support team.

Note

- Hikvision has all rights to alter, modify and cancel this notice.
- Hikvision doesn't give any guarantee for old models’ stock.
- Hikvision is not liable for any typing or printing errors.

- For special model's change details, please contact our local technical support

team.
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