HIKVISION
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Network Camera-V5.7.25 Release Note-E8
(2026-08-27)

Firmware Basic Information Firmware version: V5.7.26 build260827

New Features

NA

Modify Function

1. WiFi Camera Vulnerability Fix: Due to insufficient interface permission validation, an authenticated low -privilege
user can obtain device WiFi configuration information through the interface. (CVE-2026-85543) .
2. Fix the issue where the camera cannot reconnect after going offline when accessing via the SDK protocol.

Customer Impact and Recommended Action

This update refers to function/compatibility improvement and will take effect automatically after
the Date of Change. We are very sorry for any inconvenience of use-habit changes caused by this
action.

For any questions and request for this firmware, please contact our local technical support team.

Remarks:

® Hikvision reserves the right to change, alter or withdraw the above notification without prior notice.

® Product design and specifications are subject to change without prior notice.

® The Hikvision firmware may contain errors known as errata which may cause the product to deviate from
published specifications. Current characterized errata are available on request.

® Hikvision is not liable for any typing or printing errors.

Hikvision Digital Technology CO., Ltd.

No. 555 Qianmo Road, Binjiang District, Hangzhou 310051,

China
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Product Category Sub-type Model Number
IPC 1 Series IPCE DS-2CD1623G0-1Z(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1623G0-1Z(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1623G0-1ZS(2.8-12mm)(C)(0-STD)
IPC 1 Series IPCE DS-2CD1623G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1643G0-1Z(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1643G0-1Z(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1643G0-1ZS(2.8-12mm)(C)(0-STD)
IPC 1 Series IPCE DS-2CD1643G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1653G0-1Z(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1653G0-1Z(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1653G0-1ZS(2.8-12mm)(C)(0-STD)
IPC 1 Series IPCE DS-2CD1653G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1723G0-1Z(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1723G0-1Z(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1723G0-1ZS(2.8-12mm)(C)(0-STD)
IPC 1 Series IPCE DS-2CD1723G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1743G0-1Z(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1743G0-1Z(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1743G0-1ZS(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1743G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1753G0-1Z(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1753G0-1Z(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1753G0-1ZS(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1753G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1A23G0-1ZU(2.8-12mm)(0-STD)
IPC 1 Series IPCE DS-2CD1A23G0-1ZU(2.8-12mm)(0-NEU)
IPC 1 Series IPCE DS-2CD1A43G0-1ZU(2.8-12mm)(0-STD)
IPC 1 Series IPCE DS-2CD1A43G0-1ZU(2.8-12mm)(0-NEU)
IPC 1 Series IPCE DS-2CD1H23G0-1Z(2.8-12mm)(C)(0-STD)
IPC 1 Series IPCE DS-2CD1H23G0-1Z(2.8-12mm)(C)(0-NEU)
IPC 1 Series IPCE DS-2CD1H23G0-1ZS(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1H23G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1H23G0-1ZS/2.8-12mm(C)
IPC 1 Series IPCE DS-2CD1H23G0-1ZS/2.8-12mm(C)
IPC 1 Series IPCE DS-2CD1H43G0-1Z(2.8-12mm)(C)(0-STD)
IPC 1 Series IPCE DS-2CD1H43G0-1Z(2.8-12mm)(C)(0-NEU)
IPC 1 Series IPCE DS-2CD1H43G0-1ZS(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1H43G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1H53G0-1Z(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1H53G0-1Z(2.8-12mm)(C)(O-NEU)
IPC 1 Series IPCE DS-2CD1H53G0-1ZS(2.8-12mm)(C)(O-STD)
IPC 1 Series IPCE DS-2CD1H53G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2021G1-I(2.8mm)(C)(O-STD)
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IPC 2 Series IPCE DS-2CD2021G1-1(2.8mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2021G1-I(4mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2021G1-I(4mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2021G1-I(6mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2021G1-I[(6mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2121G0-I(2.8mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2121G0-I(2.8mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2121G0-I(4mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2121G0-I(4mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2121G0-I(6mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2121G0-I(6mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2121G0-IS(2.8mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2121G0-IS(2.8mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2121G0-IS(4mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2121G0-IS(4mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2121G0-IS(6mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2121G0-IS(6mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2321G0-I/NF(2.8mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2321G0-I/NF(2.8mm)(C)(0O-NEU)
IPC 2 Series IPCE DS-2CD2321G0-I/NF(4mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2321G0-I/NF(4mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2421G0-1(2.8mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2421G0-I(2.8mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2421G0-I(2mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2421G0-I(2mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2421G0-I(4mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2421G0-I(4mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2421G0-IW(2.8mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2421G0-IW(2mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2421G0-IW(4mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2441G0-1(2.8mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2441G0-1(2.8mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2441G0-I(2mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2441G0-I(2mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2441G0-I(4mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2441G0-I(4mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2441G0-IW(2.8mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2441G0-IW(2mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2441G0-IW(4mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2621G0-1Z(2.8-12mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2621G0-1Z(2.8-12mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2621G0-1ZS(2.8-12mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2621G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2721G0-1Z(2.8-12mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2721G0-1Z(2.8-12mm)(C)(O-NEU)
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IPC 2 Series IPCE DS-2CD2721G0-1ZS(2.8-12mm)(C)(O-STD)
IPC 2 Series IPCE DS-2CD2721G0-1ZS(2.8-12mm)(C)(O-NEU)
IPC 2 Series IPCE DS-2CD2821G0(C)(O-STD)

IPC 2 Series IPCE DS-2CD2821G0(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3021G0-I(2.8mm)(C)(0-STD)
IPC 3 Series IPCE DS-2CD3021G0-I(2.8mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3021G0-I(4mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3021G0-I(4mm)(C)(0-NEU)
IPC 3 Series IPCE DS-2CD3021G0-I(6mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3021G0-I(6mm)(C)(0-NEU)
IPC 3 Series IPCE DS-2CD3021GO-IUF(2.8mm)(C)(0-STD)
IPC 3 Series IPCE DS-2CD3021GO-IUF(2.8mm)(C)(0-NEU)
IPC 3 Series IPCE DS-2CD3021G0-IUF(4mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3021GO-IUF (4mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3021GO-IUF(6mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3021GO-IUF(6mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3051G0-I(2.8mm)(C)(0-STD)
IPC 3 Series IPCE DS-2CD3051G0-I(2.8mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3051G0-I(4mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3051G0-I(4mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3051G0-I(6mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3051G0-I(6mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3051G0-IUF(2.8mm)(C)(0-STD)
IPC 3 Series IPCE DS-2CD3051G0-IUF(2.8mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3051G0-IUF(4mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3051G0-IUF(4mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3051G0-IUF(6mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3051G0-IUF(6mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3121G0-I(2.8mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3121G0-I(2.8mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3121G0-I(4mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3121G0-I(4mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3121G0-ISF(2.8mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3121G0-ISF(2.8mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3121G0-ISF(4mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3121G0-ISF(4mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3121G0-ISF(6mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3121G0-ISF(6mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3151G0-1(2.8mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3151G0-I(2.8mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3151G0-I(4mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3151G0-I(4mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3151G0-ISF(2.8mm)(C)(O-STD)
IPC 3 Series IPCE DS-2CD3151G0-ISF(2.8mm)(C)(O-NEU)
IPC 3 Series IPCE DS-2CD3151G0-ISF(4mm)(C)(O-STD)
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IPC 3 Series IPCE DS-2CD3151G0-ISF(4mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3151GO-ISF(6mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3151GO-ISF(6mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3321G0-IUF(2.8mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3321G0-IUF(2.8mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3321G0-IUF(4mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3321G0-IUF(4mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3351G0-IUF(2.8mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3351G0-IUF(2.8mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3351GO0-IUF(4mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3351G0-IUF(4mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3621G0-1ZS(2.7-13.5mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3621G0-I1ZS(2.7-13.5mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3651G0-1ZS(2.7-13.5mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3651G0-1ZS(2.7-13.5mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3721G0-1ZS(2.7-13.5mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3721G0-I1ZS(2.7-13.5mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3751G0-1ZS(2.7-13.5mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3751G0-1Z8(2.7-13.5mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3843G0-AP(O-STD)

IPC 3 Series IPCE DS-2CD3T21G0-IUF(2.8mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3T21G0-IUF(2.8mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3T21GO0-IUF(4mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3T21G0-IUF(4mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3T21GO0-IUF(6mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3T21G0-IUF(6mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3T51G0-IUF(2.8mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3T51G0-IUF(2.8mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3T51GO0-IUF(4mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3T51G0-IUF(4mm)(C)(O-NEU)

IPC 3 Series IPCE DS-2CD3T51GO-IUF(6mm)(C)(O-STD)

IPC 3 Series IPCE DS-2CD3T51G0-IUF(6mm)(C)(O-NEU)
IPC Wireless Series IPCE DS-2CV1021G1-IDW(2.8mm)(E)(O-STD)/Only for Suit
IPC Wireless Series IPCE DS-2CV1021G1-IDW(4mm)(E)(O-STD)/Only for Suit
IPC Wireless Series IPCE DS-2CV1041G1-IDW(2.8mm)(E)(O-STD)/Only for Suit
IPC Wireless Series IPCE DS-2CV1041G1-IDW(4mm)(E)(O-STD)/Only for Suit
IPC Wireless Series IPCE DS-2CV1121G1-IDW(2.8mm)(E)(O-STD)/Only for Suit
IPC Wireless Series IPCE DS-2CV1121G1-IDW(4mm)(E)(O-STD)/Only for Suit
IPC Wireless Series IPCE DS-2CV1141G1-IDW(2.8mm)(E)(O-STD)/Only for Suit
IPC Wireless Series IPCE DS-2CV1141G1-IDW(4mm)(E)(O-STD)/Only for Suit
IPC Wireless Series IPCE DS-2CV2021G2-IDW(2.8mm)(E)(O-STD)/EU STD
IPC Wireless Series IPCE DS-2CV2021G2-IDW(2.8mm)(E)(O-NEU)/EU STD
IPC Wireless Series IPCE DS-2CV2021G2-IDW(4mm)(E)(O-STD)/EU STD
IPC Wireless Series IPCE DS-2CV2021G2-IDW(4mm)(E)(O-NEU)YEU STD
IPC Wireless Series IPCE DS-2CV2041G2-IDW(2.8mm)(E)(O-STD)/EU STD
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IPC Wireless Series IPCE DS-2CV2041G2-IDW(2.8mm)(E)(O-NEU)/EU STD

IPC Wireless Series IPCE DS-2CV2041G2-IDW(4mm)(E)(O-STD)/EU STD

IPC Wireless Series IPCE DS-2CV2041G2-IDW(4mm)(E)(O-NEU)YEU STD

IPC Wireless Series IPCE DS-2CV2121G2-IDW(2.8mm)(E)(O-STD)/EU STD

IPC Wireless Series IPCE DS-2CV2121G2-IDW(2.8mm)(E)(O-NEU)/EU STD

IPC Wireless Series IPCE DS-2CV2121G2-IDW(4mm)(E)(O-STD)/EU STD

IPC Wireless Series IPCE DS-2CV2121G2-IDW(4mm)(E)(O-NEU)YEU STD

IPC Wireless Series IPCE DS-2CV2141G2-IDW(2.8mm)(E)(O-STD)/EU STD

IPC Wireless Series IPCE DS-2CV2141G2-IDW(2.8mm)(E)(O-NEU)/EU STD

IPC Wireless Series IPCE DS-2CV2141G2-IDW(4mm)(E)(O-STD)/EU STD

IPC Wireless Series IPCE DS-2CV2141G2-IDW(4mm)(E)(O-NEU)YEU STD
DE Series IPCE DS-2DE1C200IW-D3/W(F1)(O-STD)(S7)

IPC HiWatch Series IPCE HWI-B120H-D/W(2.8mm)(E)(HiWatch STD)/Only for Suit

IPC HiWatch Series IPCE HWI-B120H-D/W(4mm)(E)(HiWatch STD)/Only for Suit

IPC HiWatch Series IPCE HWI-B620H-Z(2.8-12mm)(C)(HiWatch STD)

IPC HiWatch Series IPCE HWI-B640H-Z(2.8-12mm)(C)(HiWatch STD)

IPC HiWatch Series IPCE HWI-D120H-D/W(2.8mm)(E)(Hiwatch STD)/Only for Suit

IPC HiWatch Series IPCE HWI-D120H-D/W(4mm)(E)(Hiwatch STD)/Only for Suit

IPC HiWatch Series IPCE HWI-D620H-Z(2.8-12mm)(C)(HiWatch STD)

IPC HiWatch Series IPCE HWI-D640H-Z(2.8-12mm)(C)(HiWatch STD)

IPC HiWatch Series IPCE HWI-T621H-Z(2.8-12mm)(C)(HiWatch STD)

IPC HiWatch Series IPCE HWI-T641H-Z(2.8-12mm)(C)(HiWatch STD)

IPC HiLook Series IPCE_HL IPC-B120H-D/W(2.8mm)(E)(HiLook STD)/Only for Suit

IPC HiLook Series IPCE_HL IPC-B120H-D/W(4mm)(E)(HiLook STD)/Only for Suit

IPC HiLook Series IPCE_HL IPC-B620H-Z(2.8-12mm)(C)(HiLook STD)

IPC HiLook Series IPCE_HL IPC-B640H-Z(2.8-12mm)(C)(HiLook STD)

IPC HiLook Series IPCE_HL IPC-B650H-Z(2.8-12mm)(C)(HiLook STD)

IPC HiLook Series IPCE_HL IPC-D120H-D/W(2.8mm)(E)(HiLook STD)/Only for Suit

IPC HiLook Series IPCE_HL IPC-D120H-D/W(4mm)(E)(HiLook STD)/Only for Suit

IPC HiLook Series IPCE_HL IPC-D620H-Z(2.8-12mm)(C)(HiLook STD)

IPC HiLook Series IPCE_HL IPC-D640H-Z(2.8-12mm)(C)(HiLook STD)

IPC HiLook Series IPCE_HL IPC-D650H-Z(2.8-12mm)(C)(HiLook STD)

IPC HiLook Series IPCE_HL IPC-T621H-Z(2.8-12mm)(C)(Hilook STD)

IPC HiLook Series IPCE_HL IPC-T641H-Z(2.8-12mm)(C)(Hilook STD)

IPC HiLook Series IPCE_HL IPC-T651H-Z(2.8-12mm)(C)(HiLook STD)
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