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1. Product Introduction

1.1.0verview

KPM220 is a built-in network SNMP card independently . It supports SNMPv1/v2 and v3 protocols, features e-mail

alarm, historical events and historical data storage.Picture is shown as below:

Connect UPS

Status Indicators

Network
Indicators

Connect Network

1.2.Functions

Support multiple operating systems (Windows. Mac, Linux)

UPS can be monitored remotely through the network;

Can realize web-based user interface;

Support e-mail alarm;

Multi-user permission management;

Support DHCP;

Support remote self-testing, shutdown and restart UPS functions (UPS support required);
Support scheduled tasks (timed self-test, power on/off);

Historical events and historical data storage functions;

Remote UPS monitoring and management can be performed through HTTP, SNMP,Modbus TCP/IP;

YV V V V V V VYV V V V V

Complete equipment event handling (including event recording and notification);

1.3.Features

Networking methods: IP-based LAN, WAN, Internet, wireless Ethernet, etc.;
User permission management, safe, confidential and reliable;
Support Web page configuration;

Support scheduled task function, allow setting scheduled UPS on/off, scheduled battery discharge, etc.

vV V V V V

Support storage of 50, 000 historical data and 5, 0000 historical event records;
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> Built-in ultra-long-life system clock, support automatic timing to achieve time synchronization;
> Support SNMP V1/V2/V3, HTTP, HTTPS,Modbus TCP/IP network protocols;
> Support IPV6;

1.4.Network Interface

10/100M RJ45 Ethernet interface, used to connect to the switch.

Status Indicators

Network Interface

1.5.Definition of Indicator Lights

Power indicator yellow (Power), always on;
Status indicator red (Status), off when normal, always on when an alarm or fault is generated;

Run indicator green (Run), flashing when the program is running normally.

2. KPM220 Installation

2.1.KPM220 Installation & Connection

KPM220 Installation & Connection

Step 1: Insert the
SNMP card into
UPS intelligent

Step 2: Connect
the SNMP card
to computer

with network

2.2.SNMP-Tool Installation & Usage

A. Download installation files from https://www.hikvision.com/en/support/download/software/ups-software/
execute “SNMP_Tool_20xxxxxx_V1.x.x.exe” to start the install the software, users can find the icon of software in

“Start menu--All Programs--SNMP_Tool” after


囊罩纠咎县
下划线

囊罩纠咎县
下划线
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installation.

PHILIUSUIL WIHTILE 10U
PremiumSoft
RedisDesktopManager
SMMP Management
SNMP Protector

SHMP Tool

%3 SNMP Tool

3 Uninstall \
|_'| ‘Website

Start-up

Vhware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access

Windows System v

<  Back

o

B. Device IP address searching

If the CURRENT IP address of the SNMP card cannot be determined because the IP address is changed or the IP
mode of the shipped device is DHCP, you can search the IP address of SNMP card by installed “SNMP-Tool”, the
specific methods are as follows: MClick“Device Search”, @Choose current network port, click’Refresh’to query the

SNMP card IP in the LAN.

%W SNMP Tool = [m] x

Devica IF: | Connect | Clear histery

Tool Window Help

.Programming

Settings | Product Interface Lip [ Netmask | MAC
Fixed Parameters [
Display Log eth0 N 10220165 255.255.255.0  18:25:03:00:00:47
Serial Port Test Tt
Device Search B 102207  SNMP
#102.20.188 182501000425
#10.22026 666 @
#10.2.20.166

#-10.2.20.78  SNMP Mini

@

@

N\

| Interface: |VMrars Hetwork Adspter Whnetl v|  Refresh

Disconnect with device

C. Software verision upgrade
(1) Connect the device, input the IP of the device that needs upgrade, click “Connect”
After the connection is successful, there will be a green font in the lower left corner of the tool interface that displays

“Connected to device”.
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% SNMP Tool

Tool Window Help

Pl

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

Device IP; [10.2.20. 165 {

Host Product Interface P Netmask MAC
E]

ey | s Wiz

Lo eth0 10.2.20.165 255.255.255.0  18:25:03:00:00:47
B10.2.20.113

#-102207  SNMP

#10.2.20.188 182501000425

#-10.2.20.26 666

#-10.2.20.166

#-10.2.20.78  SNMP Mini

Interface: |Mvare Network Adspter WMnet] ¥|  Refresh |

(2) Upgrade the firmware , select the new version file(file type is firmware -20xxxxx-v1.x.x.bin), and click

“Programming”, it will prompt “Programming finish”.

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

Device IF: |10.2.20. 165 Disconnect | Clear history

&)

Frogramming type g iFirmwere vi ® : Backup |
Current version : v1.2.6 built on 14:16:32 Sep 24 2020 J J Read |

Programing file  : [D:/Users/DesktopFiemeare 2020092412 6. bin | oz eil)| e os anmine ]| matel Erograneine]

Programming progress: |

LUrrent version V1.7 B DULLT on 1811k bep #8 ZUZu nKead 1

& Information x

[]]] o Programming finish!

Sure

Programming file

Chosse | Progranning| Batch Programning|

Programming progress

Check whether the firmware upgrade is successful, as shown in the figure below: Programming --Programming

type--select “Firmware”-- Read -- check the current program version.
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% SNMP Tool = O x

Tool Window Help

Device IF: |10.2.20. 165 Discomnect | Clear history

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test

Device Search @
Frogramming type Firmware ¥ /® \ Backup

Current version : v1.2.6 built on 14:16:32 Sep 24 2020 Read
Programming file  © |D:/Users/Desktop/firmwar«—20200924—1. 2. 6. bin Choose l Progamming! Batoh Progammingl
Frogranning progress: [HNNNNRNNNNNNNRNNNNNNNNNNNNNNNZEEEIRRCACERNNNNNN LU

(3)Upgrade the application,®Programming type select “APP”®@ select the new version file(file type is
snmp-20xxxx-v1.x.x.x.bin),® click “Programming”, wait about 30 seconds,it will prompt “Programming finish”.And

then log in the background of SNMP card to check the software version.

%d SNMP Tool — m] x

Tool Window Help

Device IF: |10.2. 20 165 Disconnect | Clear history

Programming
Settings

Fixed Parameters
Display Log

Serial Port Test @

Device Search /

Progranming type KPP - @ Backup
Current version  © v1.0.2.5 built on 09:37:15 Feb 25 2021 / Read

Froseannnar £l [0 Aser s/Desk togfammynini 20210125 1. 0. 2. 4. bix | Choose | Prozaming| Batch Programmine|

Progranming prosress: |

Programming type I3 - Backup I

Current version :vl.0.2.5 built en 09:37:15 Feb 25 2021 Read l
| 1
| = nfor [ 'S era—
Programming file o D AUsers el W Info " 4
|

= |
“_ o Programming finish! |

| Sure
!

Programming progress: |

Check whether the application upgrade is successful, as shown in the figure below: Programming - Programming type

select “APP”- Read - check the current software version.

% SNMP Tool — (] X
Tool | Window Help

Device IF: |10.2.20. 165 Disconnect | Clear history

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

Frogranming type APF - / @\ Fackup !
Current version vl 0.2 4 built on 11:50:2% Jan 76 20Z1 Fead I

Frdmeannine il [0 AUsers /esktop/sompmini 2021012571, 0. 2. 4. bix Choose | Programming| Batch Programming|

Progranming progress:
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3. Web Login

3.1.Web login management

Connect the PC and SNMP card to the router, and use SNMP_Tool to search for the IP address of the device (see 2.2

B.Device IP address searching). Device IP address search, and then enter the IP address in the browser to log

in(The default user name and password are admin) to the SNMP monitoring system.

Note: Before login, modify the PC IP address and ensure that the PC IP address and SNMP card IP address are in the

same network segment.

The method to modify the computer IP is as follows:

Open “Network & Internet”, MSelect “Ethernet”, @Click “Change adapter options”, double click the Ethernet
connected, ®Click “Properties”, @Double click “Internet protocol version 4(TCP/IPv4)’, ®Select “Use the following
IP address:”, fill in the IP address information of the same network segment as the SNMP card(for example:The device
IP address is 192.168.137.100,Then set the COMPUTER IP address to 192.168.137.101, subnet mask is
255.255.255.0, default gateway is 192.168.137.1,If you are not sure about the gateway, you do not need to set the
gateway.) ®Click “OK”.

@ Home Ethernet @

LIk 2 L
g Not confiectad L x| 8 ertie Intemet ¥ 4 (1CP/IPwd) Properties X

General Networking  Shamng General

Comnecton Comect usg
B Status 1Pv4 Comnectiity: Intermet 3 Realtek PCle GOE Famiy Controller

this capabity. Otherwise, you need o ask your network adninstrator
for the appropriate IP settngs.

it (O Obtain an IP address automatically
@ use the folowing I acress

Related settings

P address: 192 . 168 . 137 . 101
| = ethemet Brdge Prtocol [im2. 09 2570 |
fet AT TR 258 5 255 0 |
2 Dialup ;: 192 .168 . 137 . 1
scanty PR S RRERY

S - J—
&

5 it etes
2 Flight mode Bytes: nemser | 15,101,692 GL

pton
FERHERI I ntemet thi e iZt

: e 2RI
s P PRYIEE S R LR o

) Mobile hotspot Grroperts | [ Goistie | [ Diogrse

3.2.Chang IP Address

Parameter settings - Network -- IPV4, set to automatically obtain IP (select On for DHCP) or static IP address (select

Off for DHCP), set the static IP address of SNMP card, and fill in the corresponding subnet mask and gateway; when
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domain name resolution is used, you need to set the DNS server; click “Submit” to confirm after completing the

settings, as shown in the figure below:

Param Settings # Home G Exit

[ Real-time Info Network

3 History Record 1PV

A Network Link
IP Address 192.168.137.100
Netmask 255.255.255.0
Gateway 192.168.137.1
DNS Server

Bl

4. Web Monitoring Management

4.1.Real-time Information

A. UPS Basic Information
This item allows viewing basic UPS information, including UPS information, battery information and rated information,

as shown in the following figure:

Real-time Info

©  Param Settings o —
_UPS Information )

B8 History Record

UPS Vendar
® About UPS Model

Hardwars Version

Quantity 1
Battery Voltage ooV
Battery Capacity 0%
Last Replace Dte 01/01/00

( Rated Information )
S GIED

Eattery Ratsd Voltage o

Rated Rectifying
Information

Ratzd Input Fraquancy OHz

Rated Bypass Information

Rated Bypass Frequency otz
Rated Qutput Info
Rated Output Frequency Otz

Rated Powsr KA

B. SNMP System Information
This item allows viewing system information (software version), network information (IP information), as shown in the

figure below:

10



Real-time Info # Home

SNMP Systam Info

V2.3

O Param Settings =
[ Software Version

1011 built on 16:00:55 Dac 22020

B8 History Record Hi ok Tafomaton Serial Number

About

/

System Name

System Contact
System Location
System Time

Running Time

Last Self-test Date

Next Self-test Date
UPS Load Alarm Value
UPS Temp Alarm Valuz

UPS Batt. Veltage Low
Value

Real-time Info # Home

SNMP System Info

O Param Settings

System Information Link Information

L3 History Record

MAC Address: 00:25:18:10:00:18

About
Network Server

E-Mil Server

SNMPTESTI024

SHMF Agent
Administrator

Office

2020-1211 112000

1239

| Link Status - 100M Full Duplex

| TP Senver: poointporg

P4

1P Address: 192.168.137.100

| Secondary DNS Server: 114.114.114114

| Metmask: 2552552550 | Gatewsy: 192168137.1 | Primary DNS Server: 8888

IPvE

1P Addrass

| Primary DNS Server

C. UPS Operation Information

| Linklocal Address - f2B0:00000000:0000:0225:18FF=10:0018/6¢

| IPvETod Address: | Gatewsy: feB0z/54

| Secondary DNS Server

The content of UPS operation information is different according to the selected communication protocol. Taking

MegaTec1:1 protocol as an example, UPS operation information includes input information, output information, and

battery information, as shown in the following figure:

Input information:

Real-time Info # Home

UPS Runring Info

©  Param Settings

@ History Record Cutput Infarmation

Battery Information

© Avout

Input Status -

Input Voltage -

Max Input Voltage -

Min Input Voltage : oV

Input Frequency 00Hz

QOutput information:

Real-time Info # Home

UPS Runring Info

@ Param Settings

L3 History Record

About

Output Voltsge :
Output Status -

UPS Load - 0%

Main Power Supply

Battery information:

11
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Real-time Info # Home

UPS Running Info

Temperature :
Input Informaticn =

Gutput Estiery Status -

Battery Voltage -

Battery Capacity - 0%

Last Self-test Time :

Nezt Self-test Time :

D. UPS Control
The UPS control content is different according to the selected communication protocol. Take the MegaTec1:1 protocol
as an example, it includes manual UPS self-check, manual power on/off and buzzer on/off control, as shown in the

figure below;

Real-time Info # Home

UPS Control

UPS Self-tast

1) oot
® About O vie

D Te EOD
O cstom Hinste)

@ History Record

o 7 e s

E. Data Chart
This item can be used to query the single day operating data change curve of the equipment by selecting a specific
date. The data types include temperature (°C), output voltage, and load (%). You can select or cancel the type to be

displayed by clicking the mouse. The curve recording interval is 90 minutes.

Real-time Info # Home

© Param Settings

@ Hatory Record

@ About

\/

4.2.Parameter Settings

4.2.1. Parameter Settings

A. UPS Parameter Settings
Here you need to ®Select the UPS protocol according to the actual situation on site, @F:ill in the battery information,

device ID ®Data store cycle, @Customize communication parameters (This setting remains disabled when using a

12
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1-in-1-out UPS), after parameter setting, ®Click "Submit" and it's effective, as shown in the figure below:

Param Settings # Home G Exit

@3 History Record Self-test

About UPS Alarm Value

Battery Full Charge Voltage (Unit: 0.01V) 2
Battery Empty Charge Voltage (Urit: 001)
Battery Vol C slue (Unit: 0.01V)

Battery Last Repla 20000101

UPS Data Store Cycle (Unit: Tmin)

Custom Communication Parameters

Custom Communication Enable

Jf [0

Baud

p— | PP
party Check

Data Bits 17‘
Stop Bits 3]

e e ©

Description of each setting item:

> @®UPS Protocol: The default value is megate-1:1, applicable to 1-input 1-output UPS. Megate-3:1 is applicable
to 3-input 1-output UPS; Megate-3:3 applies to 3-input 3-output UPS.
@Device SN: The serial number of the UPS is optional.
Device ID: The default value is 1, which does not need to be changed in non-parallel scenarios. In parallel
scenarios, set this parameter based on the actual device ID.

> Quantity of batteries: Fill in the number of batteries in a group. For example, there are actually 2 groups of
batteries, each group of 16, so fill in 16 here.

> Number of Single Battery battery packs: The default value is 6. For 12V batteries, set the value to 6. Set the
2V battery to 1.
Battery Full Charge Voltage: Use the default value 2.25.
Battery Empty Charge Voltage: Use the default value 1.68.
Battery voltage calibration value: The default value is 0. If the battery capacity is not 100% in the floating
charge state, the value can be increased by positive 0.01.

> Battery Last Replace Date: Fill in the most recent battery replacement time, or the date of installation for new
machines. Used for battery maintenance tips.

> ®UPS Data Store Cycle: The default value is 1, indicating that one UPS running data (event history) is saved
every minute.

» @ Custom communication parameters: This parameter is disabled by default. Normally, you do not need to

Kkkk

change it. Protocols such as Modbus- must be Enable For communication, set the baud rate to 2400 or 9600.
Other parameters do not need to be changed.

B. Self-check Settings

This function depends on whether the UPS host has a self-check function. The UPS self-check cycle can be

weekly/monthly, and the self-check time can be customized, 10 seconds or until the battery voltage is low. Click

[Submit] after completing the setting, as shown in the figure below:

13
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Param Settings # Home

D Real-time Info UPSFara Set

Monthly

o UPS Alarm Valus Self-test Start Time
UPS Custom Test Time (Unit: 1min) 00

Param Settings # Home

[ Real-time Info UPSPara Set

UPS Param Self-test Cycle

@ History Record Self-test Day

UPS Alarm Value Seff-tost Start Time e
® About

Sef-test Last Time Sefl.checking 0 Seconcs V.
Self-checking 10 Seconds

UPS Custom Test Time {Unit: 1min) ‘Self-checking to Low Voltage|
m Custom Time

C. UPS Alarm Value Setting

This item allows customizing the UPS communication loss time (for example, if 30 seconds is set, the UPS is offline
when the communication is lost for 30 seconds), load alarm value, temperature alarm value, battery voltage low alarm
value, UPS input/output voltage alarm Value, UPS alarm activation times (for example, if the setting value is 3, it will
output alarm information when the program returns 3 consecutive polls); after completing the settings, click [Submit] to
confirm.

Note: Except UPS communication loss time and UPS alarm activation times, when other custom alarm values are set

to 0, meas this type of alarm is not enabled.

Param Settings # Home

@ Real-time Info UPSPara Set

JBS Commurication Lost Time {Urit: 1s)
UPS Param e o et e et}

@3 History Record Selfitest UPS Load Alarm Value Uit 19%)

UPS Alarm Value UPS Temperature Alarm Valuz (Uit 1°C)
® About |ttt |
UPS Battery Voltage Low Alarm Value (Unit 001%) 5 og
UPS Input Voltage High Alarm (Urit 0.1¥)
UPS Input Voltage Low Alarm (Uit D.1)
UPS Output Voltage High Alarm (Unit: 0.1V)
UPS Output Vokage Low Alarm (Unit: 0.1) o
Battery Capacity Low Alarm (Unit: 15)
Bttery Remain Time Alarm (Urit Tmin)

UPS alarm activate times

m\

I

Description of each setting item :

> UPS communication loss time: The default value is 30 seconds. If the UPS running data is not obtained within
30 seconds, a UPS communication loss alarm is generated.

> UPS load alarm value: You are advised to set it to 90% or based on actual equipment room management
requirements.

> UPS temperature alarm value: You are advised to set it to 50 or based on the equipment room management
requirements.

» UPS battery low voltage alarm value: If a single protocol such as megate-1:1 is used, fill in the voltage of the
unit. The recommended value is 1.78 to 1.80 (that is 10.7~10.8V single battery voltage); The rest of the

three-phase protocol is set according to the total voltage of the battery pack low voltage warning value),

14



V2.3

> UPS input voltage high alarm: Set the alarm based on the actual power grid condition or equipment room
O&M requirements.

> UPS input low voltage alarm: Set this alarm based on the actual power grid condition or equipment room O&M
requirements.

> UPS output voltage high alarm: Set the alarm based on the actual power grid condition or equipment room
O&M requirements.

> UPS output low voltage alarm: Set this alarm based on actual power grid conditions or equipment room O&M
requirements.

» Battery capacity Low alarm: An alarm is generated when the battery capacity is lower than a certain
percentage.

> Battery Remaining time alarm: Set the number of minutes when the remaining battery time is less than the
number of minutes.

> Battery maintenance time: Set the battery maintenance reminder period based on [Battery last replacement
Date] (4.2.1-a-®@). For example, if the value is set to 12, a battery maintenance reminder will be triggered one
year after the date the battery was last replaced.

> UPS alarm activation times: The default value is 3. This setting is for the UPS custom alarm mentioned above.
Once the set number of judgments is met, the alarm will be triggered immediately. For example, if the set value
is 3, and the input voltage value exceeds the high voltage threshold for three consecutive queries, the "UPS

input voltage high" alarm will be triggered immediately.

4.2.2. UPS Time Switch

A. UPS Shutdown Action
This function allows selecting the time period of shutdown, shutdown conditions, and execution time of shutdown.

After setting, click [Set] to confirm:

Param Settings & Home G Exit

[ Real-time Info a Se UPS Time Switch

UPS Shutdown Action =)
8 History Record Weekly Time Switch

When between |[uoou ] - [z ]i # [ Anups events v] willin

Specific Time Switch @ UPS
LRk P % ; lose UPS All UPS Events

e, UPS Mains Power Interruption

UPS Low Potential

UPS High Temperature
Netfeeler I

Al Netfeeler Events

High Temperature

Low Temperature

High Humidity

Low Hurnidity

Vater Alarm

Smoke Alarm

Gas Alarm

Security 1 Alarm

Security2 Alarm

Security3 Alarm

Securityd Alarm

Security5 Alarm -

B. Weekly Time Switch
This setting takes one week as a cycle. You can set the specific time of one day or several days in the cycle to perform
the power on/off action, and you can set the minutes of sending an alarm before shutdown. After completing the

setting, click [Submit] to confirm, as shown below:
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Param Settings # Home G Exit

(3 Real-time Info UPS Time Switch

UPS Shutdouwn Action | Power On(hh:mm) Power Off(hh:mm) |

About Specific Time Switch Monday 7 [
woL Tuesday 7 )
Wednasday 7 1
Thursday 7 1
siday 7 ]
Saturday 7] 1
Send Alarm minute(s) before power off.
@\

C. Specific Time Switch
This item allows setting the specific date and time to perform the power on/off action, and can set the minutes of
sending an alarm before shutdown. After completing the setting, click [Submit] to confirm, as shown below:

Param Settings # Home

[J Real-time Info UPS Time Switch

UPS Shutdown Action I Date(YYYY-MM-DD) Power On(hh:mm) Power Off(hh:mm) |
8 History Record Weekly Time Switch W (o003 ] [o001 ]

Avout L ] [ | ( ]

e [ ) [ )
[ 1 ( )

Send Alarm minutels) before power off.
EO e—o

D. wOL

This item allows setting wake-up of specific host (the computer mainboard should support wake-up setting function),
set to wake up when the power is restored or wake up when the power reaches the set percentage. After completing
the settings, click [Submit] to confirm, as shown below.

Note: The broadcast address in the IP address must be set as 255.255.255.255, and every two bits of the MAC

address must be separated by colons.

Param Settings # Home

3 Real-time Info UPS Time Switch

@ History Record

UPS Shutdown Action Host
® About ‘Weekly Time Switch > Mac Oparation

Spacifc Tna Hostt [2sszss2ss 2 ] [aroei a0s | =

woL Host2 | L ] =

Hests — ™ 2

o C—— E— =

Hots — —/ =2

worts | E— — =

orr [ =3

Houte ] ) =

Wake Up Condition

[T —— = v
. [
w
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4.2.3. Network Settings

This item allows setting the static IP address of the SNMP card, filling in the corresponding subnet mask and gateway,
and setting the DNS server when using the domain name resolution function(Like the email sending function); click

[Submit] to confirm after completing the settings, as shown below:

Param Settings # Home G Exit

2 Real-time Info P Network

3 History Record IPv6

brice Close

About Network Link

IP Address 192.168.137.100
Netmask 255.255.255.0

Gateway 192.168.1371

DNS Server

Primary DNS Server 8858

Secondary DNS Server 114114114114

D e—

4.2.4. SNMP Settings

A. System Settings
This item allows changing the system information (system name, system administrator, system location), and setting
the SNMP port. The default Agent port is 161 (the data transmission port for uploading real-time data when the
platform issues polling instructions), and the Trap port is 162 (data transmission port for real-time upload of alarm
information). After completing the settings, click [Submit] to confirm, as shown in the figure below:

Param Settings # Home © Exit

[ Real-time Info

System Information

L3 History Record

System Name SNMP Agent
@ About
(] System Contact Administrator
SNMP Port
Trap Port 162
MIE Library Type e »

B. NMS Settings

If no information is set in the list here, it means there are no SNMP access restrictions, and any IP can obtain the
relevant data of the SNMP card through the SNMP protocol(By using the default port "udp 161" and the default
community string "public"); If IP, ommunity string, and version information are set, only the IP in the set list can obtain
relevant data of the SNMP card through the SNMP protocol.

Attention:

The shutdown protection software and third-party monitoring platform that come with SNMP cards use SNMP protocol

communication to achieve data exchange.
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Unless the community string used by the monitoring platform communicating with the SNMP card is not public, NMS

does not need to be set.

Param Settings & Home G Exit

[ Real-time Info

System | P Version Community Username

I3 History Record

| ow o (e 1
About g [ | [ ~ [ J
( ][~ o ] J
( ] [~ D ] J
( ] [ S ) J
( ] [ I ) J
( ] [ ¥ o J
[ ] [ M ] J

C. Trap Settings

This item allows setting the monitoring server IP and version (SNMPv1 Trap, SNMPv2 Trap, SNMPv2 Inform,
SNMPv3 Trap, SNMPv3 Inform), and filling in the community string (can be understood as the transmission password
of the SNMP protocol, the SNMP card and the connected monitoring platform should have consistent setting). After
the above settings are completed, the alarm information of the SNMP card can be uploaded to the designated
monitoring platform in real time, and the number of retries and retry interval can be set. After completing the settings,

click [Submit] to confirm, as shown below:

Param Settings # Home G Exit

O Real-time Info

"

8 History Record I[m222

[[snmpv2 Trap

= <]

En <)

(e <)

T
About o5 [

(e <)

(e <)

[ <)

(
[ [
[ (
[ [rrenn =] (
( (
[ [
[ [

Retry Interval (Unit: 15) 5
g

4.2.5. E-Mail Settings

A. Server Settings

> Server Address:Only SMTP mail servers are supported,POP3 and IMAP are not supported.

> Server Port/Encrypt :The non encrypted email port number corresponds to 25, the SSL/TLS encrypted email
port number corresponds to 465, and the STARTTLS encrypted email port number corresponds to 587.
Sender Address:Fill in the sender email account.
Need to Auth?:If set to [yes], you need to fill in the sender account and password below. If it is set to No, you do
not need to fill in the following sender account and password.

> account :Fill in the sender email account.
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> Password: fill in the authorization code, not the mailbox login password. For instructions on how to obtain an
authorization code, please refer to the description behind the example image.

> Send a test email to the sender's address?:When set to [yes], a test email is sent to the sender address. Not
the alarm user account.

Note: If the above configuration is correct, the alarm message cannot be sent successfully. Ensure that the network

connection between the SNMP card and the mail server is normal, and that the DNS configuration is correct.

After completing the settings, click [Submit] to confirm.
Server Address smtp.gmail.com
Server Port
Encrypt
Sender Address 2024@gmail.com

MNeed to Auth?

7 A
]

i
< <

Account 2024@gmail.com
Fill in the authorization

ol -
Password [seeseeeeee &8 code, not the email
Send a test email to the sender’s address? Iogln password.

Example of obtaining authorization code from Gmail:

First step, get in to this address: https://myaccount.google.com/u/2/security,then set the 2-step verification, keep turn

on.
<« 4 C‘,'l 25 myaccount.google.com/u/0/security I
| H N H B | EEENR
G() gleAccount Q Search Google Account
Review security activity (6)
@ Home

+Z] Personal info
How you sign in to Google

©® Dataand privacy Make sure that you can always access your Google Account by keeping this information up to date

(B Security | | @ 2-Step Verification @ Onsincetels
2 People and sharing keep it on
s+ Password Last changed 6 Sept 2022
B Payments and subscriptions
++  Skip password when possible & on
@ About
O Google prompt 1device

¢« 2-Step Verification

Turn on 2-Step Verification

Prevent hackers from accessing your account with an
additional layer of security.

. .. o
Unless you're signing in with a passkey, you'll be asked |

to complete the most secure second step available on
your account. You can update your second steps and
sign-in options any time in your settings. Go to security
settings =

19


https://myaccount.google.com/u/2/security

V2.3

Then get into other address as below for app passwords:

https://myaccount.google.com/apppasswords

€« > C ::Imyaccount.googIe.mm{apppasswordsfpli:‘k&rap‘tzAEjHL4Mfa4TYMﬂEifFIDchAEvc91hrK(lsAu(]ay&

Google Account

< App passwords

App passwords help you sign in to your Google Account on older apps and
services that don’t support modern security standards.

App passwords are less secure than using up-to-date apps and services
that use modern security standards. Before you create an app password,
you should check to see if your app needs this in order to sign in.

Learn more

You don't have any app passwords.

To create a new app-Specilic password, 1ype a name Tor 1l DElow...

App name
Phoenix

Create

You will then be given a 16-digit application authorization password, as shown below.

Enter the authorization code in the email configuration of the SNMP card to implement the alarm email function.

€« 2> C© 23 mvaccount.oooale.com/apppasswords?oli=18&rant=AEjHL4PLObaUZ979hTF ah6ehbkPIxWOHWKB1zGvBUGdaiRLUmM1LICz-afevh zHoP22aaDGs... ¥

E N Emn HE EN E = n E a

Generated app password

Your app password for your device

lzxs wyop bpvb ihby

use this authorization code to the SNMP configuratio
How to use it
Go to the settings for your Google Account in the application or device you are
trying to set up. Replace your password with the 16-character password shown
above.
Just like your normal password, this app password grants complete access to
your Google Account. You won't need to remember it, so don't write it down or

share it with anyone.

B. Alarm User Settings
This item needs to fill in the e-mail account that will receive the alarm email and select “Yes” for Enable to activate the

e-mail alarm function. After completing the settings, click [Submit] to confirm, as shown below:
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Parameter Setting & Home

[ Real-time Info

L3 History Record

Server Ersble =
Data User
Accaunts ]
- I

E3—

About

C. Data User Settings

This item is to regularly receive the operating history data of the previous day (00:00 to 23:59) of the device. Enable
this function by selecting “Yes”, selecting the sending time, and filling in the e-mail account that receives the data. After
completing the settings, click [Submit] to confirm, as shown below:

Parameter Setting # Home

3 Real-time Info

I3 History Record Enable Yes | d—
Server

About Alarm User Send Time =

4.2.6. System Users

A. User Settings
This item allows adding users, filling in user name and password, and setting user permissions (read & write). After

completing the settings, click [Submit] to confirm, as shown below:
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Param Settings & Home © Exit

[J Real-time Info System User

i Privilege

3 History Record ) [W]

About I [ues ] = a [ I
] & et 3
— —
E— —
E— 9
— —
) —=

b ¥

B. SSL Settings
This setting enables HTTPS access mode, and SSL public key and SSL certificate need to be uploaded.

Param Settings # Home G Exit

[J Real-time Info System User

SSL Public Key

Upload SSL Public Key Public Key Flefkey)

3 History Record

About

SSL Certificate

Upload S5L Certificate Certificate(*pem;*.ca or *crt) | Choose Upload

HTTPS

prompt: The maximum size of the uploaded file is 40M!

4.2.7. System Time

This item allows setting the system time and selecting the system restart method:

@® Network time server settings: Fill in the time synchronization period, time server address, time zone, and click
[Submit] to confirm;

® Manual setting: Click [Current PC Time], and then click [Submit] to manually synchronize the current computer
time;

® Automatic restart: "Cyclec reboot" means that the restart action is performed according to the set period. “Reboot
After Net Out’means that the SNMP card restarts at the specified period when it detects that the network port has no
data communication.

@ System restart: Click [Reboot] for 30 seconds to restart the device.
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Param Settings # Home

Network Time Server

-~

4.2.8. Language

This item allows setting the system language (Simplified Chinese/English) and the message language (Simplified

Chinese/English). After completing the settings, click [Submit] to confirm, as shown below:

Param Settings # Home @ Exit

[J  Real-time Info Language

System Language

&3 History Record

GG
About
Email/Message Alert Language
Lnguage:
.
4.3.History

Historical record capacity: 60, 000 data logs (if the historical data recording interval is 1 minute, the historical data can

be saved for 40 days), 5, 000 event logs and setting logs.

4.3.1. Data Log

By filtering the time period, you can query the equipment running data log.
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History Record # Home

@ Real-time Info Data Log

O Param Settings

Time | [ ] - [en | 3

Date/Time InVol (V) AbnorlV (V) OutVel (V) Load (%) InFreq (Hz) BattVol (V) DevTemp ()
About 20201211 14:44:36 000 000 000 000 000 000 000
2020-12-11 144336 0.00 000 000 000 000 000 000
2020-12-11 144236 000 000 000 000 000 000 000
2020-12-11 144136 000 000 000 000 000 000 000
20201211 14:40:36 000 000 000 000 000 000 000
2020-12-11 143836 0.00 000 000 000 000 000 000
2020-12-11 143836 000 000 000 000 000 000 000
20201211 14:37:36 000 000 000 000 000 000 000
20201211 14:36:36 000 000 000 000 000 000 000
2020-12-11 143536 0.00 000 000 000 000 000 000
2020-12-11 143436 000 000 000 000 oge ooa 000
2020-12-11 143336 000 000 000 000 000 000 000
20201211 14:3236 000 000 000 000 000 000 000
2020-12-11 143136 0.00 000 000 000 000 000 000
2020-12-11 143036 000 000 000 000 000 000 000

4.3.2. EventLog

By filtering the time period, you can query the equipment event log.

History Record # Home

[ Raak-tme info

© Pacaem Settings

Bt state
® About

4.3.3. SetlLog

By filtering the time period, you can query the equipment setting log.

History Record # Home

1 Reak-timeinfo

© Param Settings

e | Bc=n [coer |
[ [ [y Sarvauez
© About 20050105 025555 Barery st 0 s
P g s
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4.3.4. Export Log

By filtering the time period, select the log type to be exported, and click [Export] to download the log file in Excel format.

After the download is successful, click [Close] to complete the log export.

History Record # Home

= ] - [zmam

e
Data Log
About EventLog

Env Data Log

O Rararn famings.

4.4. About

4.41. Web Page Upgrade

[System Information] allows viewing the current software version. When there is a version update, @ Click [Select];
®@ Select the upgrade file named snmp-mini-2020xxxx-v1.0.x.bin;

® Click [Upgrade].lt will prompt “File Upload Complete!”.

About # Home

About

System Information

2021] amm— current software version

Web Version V101 2200128
@ @ 0
Software Upgrade / 1 /

File Upload Complete!

Expon Settings

Import Settings

T O

Factory Reset

4.4.2. Export/Import Settings

Export settings file: Export a file containing all the configuration information of the current equipment (suffix

format .config);
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Import settings file: Import a file containing equipment configuration information (suffix format .config);

About # Home

Esport Settings

lerpontSetigs

4.4.3. Reset

About -- Factory Reset, @ click [Restore], @ when a confirmation box pops up, click [Confirm] to restart the

equipment and restore the factory settings.

Softwars Varsion ¢ VAD25 built on 09:3894 Feb 25 2021
Serial Mumber 2207167977AC0569300032

Web Version : V101 2020-91-28

Export Settings

Export Fle

Impaet Fle:

Factory Reset

5. Shutdown Software--SNMP_Protector

SNMP_Protector is a shutdown protection software used in conjunction with SNMP cards. When UPS encounters an

"abnormal main circuit, low battery voltage" alarm, SNPP_Protector will shut down the computer or server according to
the set shutdown conditions.

The accompanying shutdown protection software for Linux systems can be downloaded from the following link as the
"UPS Shutdown Software for Linux" installation package, which includes operating instructions.

https://www.hikvision.com/en/support/download/software/ups-software/

5.1.SNMP_Protector Installation

A. Download the installation file from https://www.hikvision.com/en/support/download/software/ups-software/

execute “SNMP_Protector_V1.xxxx.exe” to install the SNMP_Protector;
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B.  Afterinstallation, users can find “SNMP_Protector” in Windows “Start”, click“protector” to start.

SNMP Management
SMMP Protector

@ protector

{3 Uninstall

d Website

SNMP Tool

Start-up

YiMware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access

Windows System

< Back

5.2.SNMP_Protector Usage

The software interface is mainly divided into three parts: @Menu setting bar, @Device list, ®Alarm information list;

as shown below:

@

A. Language Setting

2 SNMP Protector o (| *
Settings Language Help
1022026 @ Time Object Event
1 2021-02-26 17:32:10 10.2.20.7 Communication connected
nme . 2 2021-02-26 17:32:10 10.2.20.26 Communication connected

®

The default language is English, users can, @Click [Language], @Select the interface language type as English or

Chinese.

G SNMP Protector

Settings Language ;elp

/ . :‘;Iish -@

10.2.20.26 @

10.2.207 @

B. Host Addition

2 2021-02-26 17:32:10

Time Object

112021-02-26 17:32:101  10.2.20.7

10.2.20.26

Event
Communication connected

Communication connected

@Click Setting icon, @Click [Add], ®Select SNMP v1/v2(default), @Fill in the host(SNMP card)IP address, Other

information remains default, ®Click [Sure] to complete the device addition.

Note: Because the software achieves shutdown protection by obtaining the UPS's operating status changes from the

SNMP card, it is necessary to save the operating status of the SNPP_Protector on the server or computer; After

exiting the software, the shutdown protection function cannot be implemented.
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@ SNMP Prote 2 Settings X — o | @ snmp pros @s X - o X |
Genersl M | General
V4 D IRV 4 SR TR,
i
‘ Hostaddress  SNMP port SNIMP version | ‘ Host address  SNMP port SNMP version
1022026 161 SNMP Vi 2 Event
108026 © 1 VI ven 1022036 @ @ Add X || Event
2 102207 161 SNMP vifv2 ication connected (©) cation connected
10220\ @ B i connaciod 3| 102207 @ User name lication connected
i Oaiis Pazsvord
» ) , o S .
\ 1 @D i B
Ce ]
Lt o 1 Host: [10.2.20.165 [ awery |
Varning nessages !
Fopup warndng nessage SWE port: [161 | comnuni ty: [public ]
un application before shutdomn conputer o | s e
eran Files (:88)/KSTAR-Tool /STAR-Tocl. exs| | Brovse ©
Maximun exscution tine niruta(s) WascTran exaention me? [0 Erene
Sure Cancel Sure Cancel
2021-02-26 17:36:29 2021-02-26 17:37:24

C. Log Query and Export
®Click Log icon, @Select the query time, click [Read], ®Display the query results,@Click [Save as] to Excel file.

| @an u} @ o - N
@ Eventlo - = @ Event log X
(@) [seare duee: [mE102 25 ] mnd dare Resd \ Start date; [2021022%5 <] Bnd date Head
Date Host address Event 1022026 @ Date Host address Event
1 2021-02-26 17:39:28  10.2.20.165 Communication connected 1 20210226 17:3928  10.2.20.165 Commurication connected
2 20210226 17:3210 1022026 Communication connected 02207 @ 2 20210226 173210 1022026 Communication connected
3 2021-02-26 17:3210  10.2.207 Communication connected 10220165 @ 3 2021-02-26 17:3210  102.20.7 Communication connected
4 2021-02-26 115757 102207 Communication connected 4 2021-02-26 11:57:57 | 102.207 Commurication connected
5 2021-02-26 1157557 102.20.26 Communication connected 5 2021-02-26 11:57:57  102.20.26 Commurication connected
6 2021-02-26 11:57:41  102.20.26 Communication connected 6 2021-02-26 11:57:41  102.20.26 Commurication connected
7 2021-02-26 11:57:41 10.2.207 Communication connected 7 2021-02-26 11:57:41 10.2.20.7 Communication connected
®

Save as. Clear 0% Clear o

2021-02-26 17:39:56 2021-02-26 17:42:34
D.  Version Information

Click [Help]--[About], software version will be shown in the pop-up window.

2 SNMP Protector - 0 x g = g x|
‘ ;
Settings Language  Help " ; .
| E | . Z B
|
1022026 @ i Time ) Object Event SIS @) Time Object Event
1i2021-02-26 17:3210]  10.2.20.7 Communication connected 1 2021-02-2617:3210 102207 I S N—
102207 @ 2 2021.02-26 17:3210  10.2.20.26 Communication connected 102207 @ & about X lication connected
10220165 @ 3 20210226 17:3%:28  102.20.165 Communication connected 10220165 @ jcation connected
SNEP Protector v0.0.1
Built on Fab 5 2021 10:36:52
The progran is used for pover off
protection by SHE.
2021-02-26 17:43:57 2021-02-26 17:45:24

6. Centralized Monitoring Software--SNMP Management

SNMP Management is a software for batch unified management of SNMP devices. After adding SNMP devices, the
software can record the running data and configuration of the UPS, and can perform remote control such as shutdown

and self-checking of the UPS.
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6.1.SNMP Management

A.  Download installation file from https://www.hikvision.com/en/support/download/software/ups-software/

execute “SNMP_Management_20xxxxxx_V1.Xxxxx.exe”;

After installation, users can find "SNMP_Management” in Windows “Start”, click “SNMP Management” to start.

Default login username (admin) and password (admin).

SMNMP Management
(B SNMP Management
(3 Uninstall
lj Website
SNMP Protector
SMMP Tool
Start-up
Whware
Windows Accessories
Windows Administrative Toels
Windows Ease of Access

Windows System

{  Back

I P

6.2.SNMP Management Usage

The software interface is mainly divided into three parts:®Menu bar, @Management station ®Main data interface,
as shown in the figure:

‘B SNMP Management
System Language Tool Window Help @]

Management station

Search station |

Net Agent

@

)

A. Language Setting

The default language of the software is English, and the user can choose from the menu bar, "Language" , to select
the language type displayed on the interface.

B SNMP Management

System  Language Tool Window Help

‘& English
Managemer A
P (E
Search sTEETON

LY

Net Agent \
B

System Setting

1)  System settings are used to set the communication parameters of the software and SNMP devices:
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I Manafinent station

Polling cycle: Cycle of software polling device data;
Polling timeout: Timeout of polling single device;
Store data cycle: Cycle of storing device data;

Polling retry: Number of retries after polling failed.

[ S, I

NEYQEM

B system Settings

SHNF Version

:v2e

Eolling cycle

: (5000 | ms

V2.3

SNMP Version: SNMP protocol version,this software supports SNMP v1 and SNMP v2c;

Polling timeeut : (100 ms
Store date cycle: |60 | =

1 J

Folling retry

2)  Email Settings

» Enable E-Mail: Only after selecting it can information be entered in the settings box below. Please note that
using this feature requires SNMP Management software version not lower than v1.3.2. Email notifications will be
sent for two situations: power interruption and low battery voltage.
Sender Name: Custom Name.
Sender Address: The sender's email address.
SMTP server address: The sender email server address, for example, the sender email address for Gmail is
smtp.Gmail.com. Only SMTP mail servers are supported,POP3 and IMAP are not supported.

> SMTP Port/Encryption : The non encrypted email port number corresponds to 25, the SSL/TLS encrypted
email port number corresponds to 465, and the STARTTLS encrypted email port number corresponds to 587.
Authentication: Only after selecting this option can the sender's account and password be filled in below;
Sender Account: sender email address
Sender password: Fill in the authorization code, not the mailbox login password. For instructions on how to
obtain an authorization code, The method of obtaining the authorization code here is the same as the method of
obtaining the authorization code set by email in 4.2.5-A.
Send Test E-Mmail: Note that the test email is sent to the sender's account filled in earlier.
Notified E-mail Address: refers to the email address that receives alert emails, with no limit on the number of
recipients.

Frahle E-Mail ="
E-Mail Sender

Sender Hame [1i1y [l |
Sender Address: [2024@amail. com [ | ¥ Y 2
ser
SHIE Server Address: [smtp. gnail. con |
SMTE Fort: !465 | I User Name ) isRoot
X | [admin Modify Delete
Encryption SSL/TLS o [ |
L f [admint Modi Delet
[ huthentioation mm— i = oty et
Sender Ascount: [zn24@gmail. con |
Sender Passvord: PG SSSSSS0000009 |
Send Test E-Mail -l Surs )
Hotified E-Mail Address ]
2025@gmail.com |
Add
add Close
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3)  User Management

» Administrator settings: The default admin user is the administrator user. The admin user can set other users
as administrators, but only one administrator can exist. Administrators can manage users, such as adding,
deleting, and setting administrator settings;

» Password modification: Administrator users can modify the passwords of all users, while non administrator
users do not have permission to change passwords;

» Add User: After adding a new user, they can log in for device management.

C.  Station Addition
When using, firstly need to add the corresponding station in the Net Agent category: right-click the Net Agent item on

the left side of the interface, select "Add", after completing the station name, click the "Sure" to complete the addition

of the main station;

B SNMP Management

System Language Tool Window Help

Managenent station TEE— | |

[FTCRETEL |D Add station 4
Met Agent

Add
Delete
: Station mame: |test [ sue
Rename *
Attribute \
Refresh

D. Device Addition

After completing the addition of the master station, you need to add the device under the corresponding station, click
the name of the added station, right-click on the device data interface on the right, and then select "Add", the software
will pop up the device addition interface, fill in.Then, click "Sure", the device will be added to the corresponding station,

and the software can monitor the device in real time.

B sNMP Management - o X

System Language Tool Window Help

Managenent station
s ~

¥ Net Agent
test

0.2.20.165
patl;

Refresh

il

E. Device Panel

Click“Window--Device panel” to open the data panel, select the device to view the related data;
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{B SNMP Management - O X

System Language Tool | Window Help

- Device panel
Managzement station

Display mode 4 s

Search station

~  Management station
v Net Agent
J ¥ Tool bar
test
test hella
v
£ >

Current Device:

Chart Feal time data Data log Set log Dev info

BE

250 T T T T

— Fin
200 [ s

180 | ~

HE (V)

100 ~

BO - ~

0 I I I I
05:00:00 05:00:01 0g:00:02 05:00:03 0g:00:04

1)  Chart: Display the dynamic curve diagram of the input and output voltage of the device, and can visually observe

the changes of input and output voltage in real time.

| Menagement station
| ~

Search statiom

~ Net Agent

test
test hello
w

| < >

Current Derice: 10.2.20.165

Chart Real time data  Data log  Set log  Dev info

Voltage
250 . .
Input |
| zoo | Output
= 1s0 b §
%
3
i
2
2 | 1
g0 | .
| | 1 |
15:04:00 15:04: 15 15:04:30 15:04:45
Time

2)  Real time data: Display specific data of battery. input and output information of the device.
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hello

Chart Real time data Data log

System Language Tool Window Help
Management station
~ MNet Agent
test
test
€
Current Device: 10.2. 20.165
Battery
Capacity:
Voltage:
Temperature:
Current:
3)

B -

Management station

Input

Set log

Line voltage:
Line max voltage:
Line min veltage:

Freguency:

Tev info

236.6| ¥

[50.0 ] ke

Output

Vltage: [ 1]V
Frequeney: Hz
S R I

V2.3

Data log: Users can choose to read the data records within the time range by themselves. First select the start

date and end date of the data record to be queried, and then click the "Sure" button to query the data records

within the selected date range. The software supports exporting data records to various types of Excel files.

Click the "Export" button to export the currently read data records. Click the "Clear Logs" button to clear all data

records of the currently selected device.

Search station

) R

D Clear lozs | Start date I 2021-02-26 | End date: | 2021-02-26 VI S Export

Battery capacity Battery voltage ittery temperatu Battery current npu ™

13.62

13.62

13.62

13.62

13.62

13.68

27.0

27.0

27.0

27.0

27.0

27.0

0.0

0.0

0.0

0.0

0.0

0.0

¥ MNet Agent
test
test hella
<
Current Device: 10.2.20. 165
Chart Feal time data
@ —
Date

1 2021-02-26 1... 100

2 2021-02-261... 100

3 2021-02-26 1... 100

4 2021-02-26 1... 100

5 2021-02-26 1... 100

5 2021-02-26 1... 100
4)  Setlog: Record software settings record.
5)  Dev info: Display current device information connected to SNMP card.
® Model: Device model connected to SNMP card;
® Name: Device name connected to SNMP card;
° UPS firmware version: UPS connected to SNMP card;
° Date of manufacture: Device’s date of manufacture;
® Serial number: Device’s manufacture serial number;
)

Agent firmware version: Agent version number of SNMP card.
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F.  Version Information
Click [Help]--[About], can view the software version information in the pop-up window, including software name,

version number, buid date of the program, copyright attribution and application introduction.

About >
: ]

SNEP Nanagement v1.3.4
Euilt on Oct 1% 2024 22:02:02

The program 1= used for device management and settings by SHME.
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