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Thank you for purchasing our product. If there is any question or request, please do not hesitate
to contact dealer.

This guide may contain several technically incorrect places or printing errors, and the content is
subject to change without notice. The updates will be added into the new version of this guide.
We will readily improve or update the products or procedures described in the guide.

The figures shown in this manual are for reference only.
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Regulatory Information

FCC Information

FCC compliance: This equipment has been tested and found to comply with the limits for a digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual, may
cause harmful interference to radio communications. Operation of this equipment in a residential area is likely to

cause harmful interference in which case the user will be required to correct the interference at his own expense.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may cause undesired operation.
EU Conformity Statement

This product and - if applicable - the supplied accessories too are marked with "CE" and comply
c E therefore with the applicable harmonized European standards listed under the Low Voltage

Directive 2006/95/EC, the EMC Directive 2004/108/EC, the RoHS Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this symbol cannot be disposed of as
unsorted municipal waste in the European Union. For proper recycling, return this product to
your local supplier upon the purchase of equivalent new equipment, or dispose of it at

_ designated collection points. For more information see: www.recyclethis.info

2006/66/EC (battery directive): This product contains a battery that cannot be disposed of as
unsorted municipal waste in the European Union. See the product documentation for specific
battery information. The battery is marked with this symbol, which may include lettering to
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling, return the battery to
your supplier or to a designated collection point. For more information see:

www.recyclethis.info


http://www.recyclethis.info/
http://www.recyclethis.info/
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Chapter 1 Introduction

1.1 Description

Developed on the basis of Linux operating system, the storage system is a kind of
high-performance and cost-effective Gigabit network storage system and is mainly applicable to
the medium and large-scale video security system, featuring flexible allocation and facilitated
configuration. Adopting the embedded modular design, the product promotes the stability and

reliability of the storage system, and provides massive storage space with low cost.

1.2 Features

e Storage for NAS files;

e Storage for IP SAN block data;

* Redundant backup for RAID 0, RAID 1, RAID 5, RAID 10 and RAID 50 data;
¢ Network bonding and load balance;

e Support HDD hot-swap capability;

e Working status LED indicators and alarm by email notification;

* Logs saving and inquiry for working status and operation records.
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Chapter 2 Installation and Working

Environment

The device described in this manual should be installed in a standardized equipment room.

2.1 Power Supply System

The storage system is very sensitive to the change of a voltage, and an excessive high or low

voltage, or a sudden change of the voltage may delete the data in the memory or even cause the

damage of the components. To avoid of such damage, you must ensure the pure power supply

and the power must be grounded. You are recommended to use the UPS, or the multiple power

supply if permitted.

Requirements:

® The voltage should be 110V~220V+/-4%, and the sudden change cannot be more than
110V~220V +/-15%; Frequency: 50~60Hz+/-0.5Hz;

® Make correct Neutral Line and GND Line connections, and the voltage between them must
be less than 1V.

® Grounding for AC power supply system: ensure the GND line is properly connected. The
grounding for the chassis is recommended.

® Grounding for DC power supply system: the chassis must be properly grounded.

® Connect all power cords before applying power to the redundant power supply module.

The storage system supports management for some UPS models.

2.2 Control of Working Environment

The over-high or over-low temperature and other unsatisfying installation and running

environment factors can cause failures of the chip and mechanical components of the device, and

thus they affect the stable and reliable running of the device as well as the data safety on the

disks. Please follow the measurements shown below to take proper measurements:

® Use an air conditioner to control the temperature and the humidity at least 2 or 3 days
before installing the device.

® The working environment of the device should meet the temperature of 23 2C+2 °C,
humidity of 50%Rh + 5%Rh and the temperature change rate of <5 2C/h with

non-condensing.
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The floor in the equipment room must be capable of loading more than 600kg/m?, and the
height between the floor and the ceiling must be more than 2.7 m. The loading capability of
the rack can be computed in 10 kg/U, e.g., for a 4U chassis, the required loading capability of
the rack is 40 kg.

Ensure adequate air ventilation of the rack.

Close all the doors and windows to prevent the dust or use a dust-filtering ventilation
device. The dust particulate (25um) must be less than 18,000 particulate / (dm)3.

In an conditions of non-working status of the device, the horizontal and vertical vibration
acceleration value of the equipment room’s floor surface must be lower than 0.5m/S*.

The rack or surface on which the device is installed must be properly grounded, and ensure
that each device is grounded as well. The resistance between the device casing and the

ground must be less than 4Q.

2.3 Installation and Initial Power-on

The device shall be placed on the fixed flat surface. Tilting surface is not allowed.

You can use the standard plate in the industrial cabinet or use the guide (not provided) to
install the device to the rack. It is recommended to use the bolts to fix the device to the rack
through the mounting screw holes on the rack.

Connect all the power cords of the device to the power socket and wait for 12 hours before
starting up. The temperature of the device and the equipment room must be consistent to
prevent the damage caused by a huge temperature difference.

If the device has been transported and stored for more than 10 days; perform the previous
operation and then start up and run the device for 30 minutes without the hard disks. And

then you shut down the device, insert the hard disks and start the device again.

2.4 Notes for Installation

The device is high-precision equipment. Please keep stable and gentle when moving it.
Multiple people are required to carry the heavy-weight device.

Installation and running environment must meet standards. Take regular investigations and
records for the equipment room, or apply a remote monitoring for the working status of the
device.

Do not unplug the power cord when the device is running.

In case of alarm beeper produced during the system running, please take immediate check

and solution.
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2.5 Device Reliability

To enhance the reliability of the operating of the device, you can take the following

measurements:

Use the mobile alarm software installed on the storage system, and the message will be sent
to your mobile phone as SMS.

Add the Email alarm software module and the alarm information can be sent to the
dedicated Email address.

Use the StorOS Manager software to realize the online management and monitor for all the
storage devices.

Connect to the NTP server to adjust time for the storage server to avoid the inaccuracy of
record time or record loss.

Add a SNMP software module, the system alarm can be sent to the SNMP client on a PC.
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Chapter 3 Hardware Installation

3.1 Hardware System

The Network Storage System includes hardware system and software system, which can be
installed separately. The software storage system is an IP-based system which can manage the
network storage devices online.

The hardware system adopts rack-mounted chassis which provides LED indicators for the status of

power, network and HDD.

3.1.1 FrontView

Figure 3. 1 Front View

3.1.2 HDD Slot Number
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Figure 3. 2 HDD Slot Number
The storage device can be plugged with 3.5-inch hard disks, and the HDD slot No. is numbered

from left to right and top to bottom.

3.1.3 Description of Front Panel
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Figure 3. 3 Front Panel

Table 3-1 Description of Front Panel

Icon Name Description
© FN Device Positioning Press the button and the power LED indicator and I/O
Fn Button FN device positioning indicator flicker.
© This button is used to clear the beep sound when the
Mute
’ﬂ Fan and power failure alarm occurs.
(D Power Switch Turn on/off the system.

The indicator lights in red in case of Fan or power
Alarm LED Indicator

Indicates the power connection status. When the

@)
A supply failure alarm.
% Power LED Indicator

device is powered up, the indicator lights in green.

The USB interface is reserved and not available on the front panel of DS-A81 series storage

system.
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3.1.4 Description of Rear Panel

Rear Panel of Single Power Supply

=

)

&)

2 3 4 56 7 8 910111213

Figure 3. 4 Rear Panel of Single Power Supply

Table 3-2 Description of Rear Panel

Icon Description
1 Power Supply
2 Power Switch
3 Data Port 2
4 Data Port 1
5 USB Interface
6 Management Port
7 VGA Interface
8 USB Interface
9 Expansion Port
10 Expansion Port Indicator
11 Audio Out
12 FN Device Positioning Indicator
13 FN Device Positioning Button
14 COM 1: Hyper Terminal
15 COM 2: UPS

10

14 15
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Rear Panel of Redundant Power Supply

3.2

Before installation, please prepare the following equipment and accessories:
1.
2.
3.

2 3 4 56 7 8 9 101112131415

Figure 3. 5 Rear Panel of Redundant Power Supply

Table 3-3 Description of Rear Panel

Icon Description
1 Power Supply
2 Power Switch
3 Data Port 2
4 Data Port 1
5 USB Interface
6 Management Port
7 VGA Interface
8 USB Interface
9 Expansion Port
10 Expansion Port Indicator
11 Audio Out
12 FN Device Positioning Indicator
13 FN Device Positioning Button
14 COM 1: Hyper Terminal
15 COM 2: UPS

Installation Requirement

Network Storage System

Power cord

100M/1000M network cable (CAT 5e recommended)

The following accessories are optional or user-provided:

11
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1. Gigabit Ethernet switch (second-layer switch, user-provided)

2. Rack guide apparatus (optional)

s
[NoTE]

Please refer to the packing list for the attached accessories.

3.3 HDD Installation

3.3.1 Selecting HDD Model

Adopt the certificated professional HDD models to ensure the stable running of the system and
the reliable data storage. It is highly recommended to purchase the enterprise-class hard disks,
e.g., Seagate Constellation™ ES, Western Digital WD RE3 and WD RE4 series hard disk. The use of
non-enterprise-class hard disks for establishing RAID may cause instability of the system, thus
leading to the data damage. In case of hard disk failure, please replace it with the functional one
immediately so as to prevent the data loss or performance degradation.

Please refer to the List of Compatible HDD Models of our company for recommended HDD

models.

L ae
[NoTe]

In order to avoid damages during transportation, it is recommended to package and transport

the hard disks separately from the chassis of network storage system.

3.3.2 Installing HDD

To install the HDD on the brackets:

1. Insert the key and turn in clockwise direction to open the panel lock.

083808080830 c> oeggg 08 :O
ooooooogoooog 08 e 00 se; 080 |
- o:go% 0385 s3edess .90 :O O:O :Oo:

R
: ocpoooooooo OOOOOOOOO o Q50653

Figure 3. 6 Open Panel Lock
2. Separate the top edge of the front panel from the chassis, about 1cm in distance. And then

lift and disassemble the front panel.

12
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Figure 3. 7 Disassemble Front Panel

INoTE]
To avoid the bayonet damage under the front panel, the separation distance between
the front panel and chassis cannot be too long.
3. Press the spring lock of the HDD, and then pull out the HDD bracket from the chassis along

the guide apparatus.

Figure 3. 8 Pull Out HDD Bracket

4. Remove the plastic module from the HDD bracket.

13
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5.

6.

7.
8.

Figure 3. 9 Unplug HDD Bracket
Use four screws to secure the HDD to the bracket (with the HDD label facing up).

Figure 3. 10 Install HDD to Bracket

Press the spring lock of the HDD, insert the HDD bracket to the chassis and push it along the
guide apparatus until to the bottom, to ensure the bracket being seated into position and
locked.

Repeat the steps to install all the other HDDs.

Finally, close the front panel and lock it with the key again.

3.3.3 Precautions for HDD Installation

Before you plug or unplug the hard disks, please take the following precautions:

1.

After you have plugged the hard disk to its mounting bracket, please use the provided screws
to fix the four edges of the mounting bracket.

Make sure the HDD mounting bracket is steadily plugged to the chassis along the slot.

When you unplug the hard disk, unplug it about 3cm away from the chassis and then make it
stay about 30 seconds on the guide apparatus before totally unplug it from the chassis. Since
the discs of the hard disk are still spinning at high speed just after powering off, unplugging
the hard disk immediately will damage the discs.

The system supports disk hot swapping, yet the data storage safety is not ensured.

Please avoid frequent plugging/unplugging of the hard disks during the system running so as
to maintain long service life of the hard disks.

Check and examine the working status of the hard disks every two months, or configure the

system with auto check and examine task.

14
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7. The certification for the new hard disk is required when it is plugged to the system for the

first time. Please refer to Chapter 11 Bad Disk Management for details.
e

(oe]

Please avoid unplugging a hard disk when it is writing/reading data so as to prevent data loss.

3.4 Hardware Installation

Prior to starting the system, please make sure the following connections have been correctly

made:

1. HDD installation.

2. Power cord connection: connect the power cord to 220VAC power supply.

3. Management port: use a CAT 5e network cable (supplied) to connect the management port
to the Internet, so that the management PC or server is able to access the network storage
system.

4. Data port: use a CAT 5e network cable to connect the data port to the Internet, to transmit

and receive the data.

o

Serial port: initialize the storage system via serial port if needed (not for users).

3.5 Power On/Off

1. Make all power connections before the redundant power supplies.

2. Press the power switch on the front panel to start the system.

3. It takes about 5 minutes to start the system. The device beeps after the startup is complete.

4. If the unit fails to start up, please check whether all connections have been properly made.

5. As the unit has the power-off protection capability, the data will be automatically recovered
when it starts up again if the unit encounters power-off failure in running.

6. To turn off the system, click the Power off button on the System Monitor interface
(Maintenance > System monitor) of the management system.

7. To reboot the system, click the Reboot button on the System Monitor interface

(Maintenance > System monitor) of the management system.

15
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Chapter 4 System IP Address Configuration

4.1 Login

Management port (mainly for parameter settings) and data port (mainly for data transmission)
are provided. The administrator is allowed to access the system via web browser and then
configure the network parameters if needed.

Before you start:

1. Set the IP address of your PC (e.g., 10.254.254.10), making sure that the PC and the
management port of storage system are in the same network segment.

2. Use a crossover network cable to connect the Ethernet port of your PC and the management
port of the storage system.

3. Make sure the network communication between the storage system and PC has been

successfully established.

L
The default IP address of the system management port is 10.254.254.254.

Steps:

1. Input the IP address of the storage system in the address bar of the web browser, e.g.,

https://10.254.254.254:2004, and press the Enter key. A login window will pop up.
2. Input the user name web_admin and the default password 123, and click the Login button

to log in the Basic Storage Management system.

Intelligent Storage

Advanced ]

Login

Figure 4. 1 Login

@

The default IP address of the data port is 192.168.0.100.

4.2 Configuring Network Settings

16
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4.2.1 Modifying Network Parameters

Steps:
1. Click System > Network to enter the Network Management interface.
2 Check the checkbox to select the data or management NIC on the NIC List for configuration.
3 Click Modify to open the Modify NIC Info dialog box.
4. Input the IP address, subnet mask, gateway and MTU for the selected NIC.
5 Click OK to save the new settings.
When the MTU value is higher than 1500, the network transmission performance will be

improved effectively, yet it needs support of the connected router and other network devices.

System -> Network

B NIC information (Total: 3)

N n ‘Connecting
NIC IP address Modify NIC info N Status Speed

Il
status

Data NIC1 172.172.201.43 Selected NIC: Data NIC1 Enable Connect 1000Mby/s

E Data NIC2 172.10.72.254 1P address: (5335330143 .., 10.0.200.12 Enable Connect 1000Mb/s

E Manage NIC 10.254.254.254 Enable Disconnect Unknown

: Netmask: 255.255.255.0 e.g., 255.255.255.0
Bl Create bonding |#¥_Modify
Gateway: 172.172.201.1 e.g,,10.0.200.1
MTU: [1500 [] Bvte
9

| Bond NIC IP address Speed MAC

% Delete ¥ Modify
Add route

Custom route info

MAC and IP bonding

MAC and IP bonding configuration information

Master DNS server: None Modify

Slave DNS server: None Delete

Figure 4. 2 Modify NIC Information

4.2.2 Configuring Bonding Mode

Steps:

1.  Click System > Network to enter the Network Management interface.

2. Click the Modify button of Current NIC bonding mode at the bottom of the interface, and a

drop-down list pops up.

Master DNS server: None Modify
Slave DNS server: None Delete
System default gateway: 172.172.201.1
Current NIC bonding mode: Active-backup Modify
Set network work speed: 1000 Mb/s Modify

Figure 4. 3 Current NIC Bonding Mode

17
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3. Select the bonding mode from the drop-down list to meet the actual needs, and then click

OK to save the settings.

Master DNS server: None Modify
Slave DNS server: None
System default gateway: 172.172.201.1
Current NIC bonding mode: Active-backup  [*] oK

Set network work speed: 1000 Mb/s Modify

Figure 4. 4 Modify NIC Bonding Mode

=
[Nore

Restart the system after the NIC bonding mode is modified to activate the new settings.

4.2.3 Configuring Multi-NIC Bonding

Purpose:

Multi-NIC bonding is supported by the storage system, to realize the functionalities such as data
transmission bandwidth expansion, fault-tolerance, flow control, etc. Only the data NICs can be
Steps:

1. Onthe Network Management interface, select the NICs from the NIC List for bonding.

Connecting
[ NIC 1P address Netmask MAC MTU Status Speed
status
(] Data NIC1 172.10.72.241 255.255.255.0 00:0A:D4:5D:01:C3 1500 Byte Enable Connect 1000Mb/s
=] Data NIC2 None None 00:0A:D04:5D:01:C2 1500 Byte Enable Connect 1000Mb/s
1 Manage NIC 10.254.254.254 255.255.255.0 00:0A:D04:5D:01:C4 1500 Byte Enable Disconnect Unknown

Figure 4. 5 NIC Information

2.  Click Create Bonding in the NIC information field, and a dialog box pops up.

@ Do you want to bond the selected NICs?

? | Close |

Figure 4. 6 Bond Selected NICs
3. Click OK to confirm the settings. It takes a few seconds to bond the selected NICs, and a

message box will pop up after the NIC bonding is complete.

=
[Nore

® Please stop the data access to the storage system during NIC bonding process in case of data loss.

® The IP address of the first data NIC will be adopted for the bond
4.2.4 Deleting Multi-NIC Bonding

Steps:

18
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1. On the Network Management interface, select the bond NIC from the list in the Bond NIC

info field.
B Bond NIC info  (Total: 1)
Connecting
|| Bond NIC 1P address Netmask MTU Status NIC Speed MAC
status
Data NIC1 Connect 1000Mb/s 00:0a:d4:5d:01:c3
[Tl Modify bond NIC1 172.10.72.241 255.255.255.0 1500 Byte Enable
Data NIC2 Connect 1000Mb/s 00:0a:d4:5d:01:c2
¥ Delete |#¥ Modify

Figure 4. 7 NIC Bonding Information
2.  Cick Delete to delete the selected bond NIC and a dialog box pops up.

@ Do you want to delete the selected bond NIC information?

? | Close ‘

Figure 4. 8 Delete Bond NIC
3.  Click OK to confirm the settings. And a message box will pop up after the selected bond NIC
is deleted.
You can also select the bond NIC, and click Modify to modify the network parameters of the

selected bond NIC, including IP address, subnet mask, gateway and MTU.

Modify bond NIC info x
Selected NIC: Bond NIC1
IP address: 172.10.72.241 e.g., 10.0.200.12
Netmask: 255.255.255.0 e.g., 255.255.255.0
Gateway: 172.10.72.1 e.g., 10.0.200.1
MTU: 1500 [+] Bvte
8 | close |

Figure 4. 9 Modify Bond NIC Information

4.2.5 Network Connection

Perform the following 4 principles to connect the storage system and the client server (your PC,

laptop or server) to the network.

1.  For the network connection stability, it is highly recommended that the storage system and
the client server should be in the same network segment.

2. Connect the client server and storage system to the switch directly.

3.  Connect all the data NICs to the switch.

4. The IP address of management NIC (10.254.254.254) is used for debugging and it cannot be

used for video streaming.
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NOTE
Both management NIC and data NIC can be used for system debugging.
Client Client
Server Server Storage System I:_;‘I:S:agement
1 10.254,254.254
Data Port
|: Management
Storage System Port:
1 10.254.254.254
Data Port
I: Management
Storage System Port:
1 10.254.254.254
|
Data Port

Figure 4.

20
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Chapter 5 CVR Configuration

5.1 System Requirements

® Create private volume and record volume for management and record respectively.
® Establish private volume on the physical volume of RAID which is created on the

enterprise-class HDD; and two private volumes are required.

In large-scale projects, multiple record volumes are recommended, to reduce the recording
pressure for each volume. Space of single LUN which constitutes the record volume is

recommended to be no more than 8 TB.

There is a certain mapping relation between the private volume and record volume. If the
total capacity of record volumes exceeds 60TB, then the capacity of the private volumes
should be configured as 20GB. While the total capacity of record volumes exceeds 120TB, then

the capacity of the private volumes needs to be set as 30GB, and so on.

CVR configuration mode:

>  Quick Settings. For details, see Section 5.2.1 Quick Settings.

b
nore]
You can also configure the CVR quick settings via iVMS-4200. Add the storage server to
the client, click the Remote Config button and then click the Quick Configuration button
on the HDD settings page.

»  Manual Configuration. For details, see Section 5.2.2 Manual Configuration.

5.2 Configuring Private Volume

5.2.1 Quick Settings

If there are no virtual storage pools and RAID in the system, the Quick-setting button on the CVR

Configuration page will be activated. Otherwise, the button is invalid.

CVR > CVR

CVR status: Mot configured or incomplete Start CVR [[Quick-setting | [ CVR config ][ Backup & Restore |

Login CVR sub-svstem N+1 management

B Record volume Total 1 pages, 0 rows. 20 per page, page 1

RV name LUN Count Capacity(MB) Used(MB) Free(MB) Days of data on Data overlay Operate

B LUN message

LUN name LUN ID Total size(MB) Block size(Byte) State

Figure 5. 1 CVR Configuration
Click the Quick-setting button and a message box pops up. Then click the OK button to confirm

the settings and start the quick settings of CVR.
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Quick-setting

@ Click OK to start quick settings. It may take a long time, please wait.

o E

Figure 5.2 Confirm the Quick Settings
Automatically, the physical volume or created RAID group will be added to the virtual storage

pool first, and then the private volume, spare volume and record volume will be set.
;E
If there are more than 3 LUNs in the system, an archive volume will be created. Otherwise,

no archive volume is provided.

CVR -> CVR
CVR status: Not configured or incomplete | Start CVR [Qu\ckfsettmg] [ CVR config ]@ckup & Restore

Login CVR sub-system N+1 management

B Record volume Total 1 pages, O rows. 20 per page, page 1
RV name LUN Count Capacity(MB b(MB) Days of data on Data overlay Operate

B LUN message .
u Operating, Please wait ...

Block size(Byte)

Figure 5. 3 Quick Settings Process
After the quick settings process is complete, no free LUNs are available in the system, and the
service condition of the storage pool, CVR and LUN are displayed as follows:

Storage -> Storage Pool

Total size: 7,510,432 MB Free size: 0 MB
LUN size: 7,510,432 MB Snapshot size: 0 MB
NAS size: 0 MB DVR size: 0 MB
CVR size: 7,610,432 MB Size of ISCSI: 0 MB
Add Delete Position
B Physical volume information (Total: 1)
[ PV name Device name Total size(MB) Free size(MB) State
Resync speed: 0.1% remaining time:
[ GO_POOL_RAID_1 RAIDS_1 7,610,432 o
49Hours24Minutes
¥ Delete Position

Figure 5. 4 Service Condition of Storage Pool
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CVR -> CVR

CWR status: running Stop CVR [ CVR config ][Eackup & Restﬂre]

Login CVR sub-system N+1 management

B Record volume Total 1 pages, 1 rows. 20 per page, page 1

RV name LUN Count Capacity(MB) Used(MB) Free(MB) Days of data on Data overlay Operate
RV 1 2/2 7,527,361 0 7,527,361 0 Cycle Cover O o%
LUN name LUN ID Total size(MB) Block size(Byte) State
LUN_PRIVATE1 1] 20,480 512 CVR(Private volume 1)
LUN_PRIVATE2 1 20,480 512 CVR(Private volume 2)
LUN_BACK1 2 20,480 512 CVR(spare)
LUN_BACK2 3 20,480 512 CVR(spare)
LUN_RV_1 4 4,194,304 512 CVR(Record volume)
LUN_RV_2 5 3,334,208 512 CVR(Record volume)

Figure 5. 5 Service Condition of CVR and LUN

%;

NOTE
® The bad disk and warning disk cannot be added to the virtual storage pool.
® |[f there is any non-enterprise-class disk in the system, adopt the single disk working mode.
® |f there are less than 6 disks in the storage device, adopt single disk working mode without

considering the disk number of expansion enclosure.

® |[f there are more than or equal to 6 disks in the storage device, adopt RAID working mode.
Meanwhile, for the expansion enclosure, if there are more than or equal to 6 disks, adopt RAID
working mode, too; otherwise, no settings are required for the disks.

® |[f there is only one disk in the system, no spare volume will be created; in the single disk working

mode, no spare volume will be created on the last disk of storage device; in the RAID working

mode, 2 spare volumes will be created on each RAID.

5.2.2 Manual Configuration

Steps:
1. Create the virtual storage pool.

For details, see Section 6.4 Virtual Storage Pool Management.

N

Create the LUNSs.
1) Enter the LUN Management interface.
Storage>LUN

Storage -> LUN

Create

B LUN information (Total: 0)
[ D LV name Block size(Byte) Size(MB) Physical volume State Snapshot Clone Extend Rename

¥ _Delete

Figure 5. 6 LUN Management Interface

2) Click the Create button to open the Create LUN page.
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Create LUN

LUN name: e.g. database_lun
LUN size(MB): e.g. 300000

Block size(Byte): 512 E|

valiable PV |

PV name Device Free size(MB)
pv_array Array_test 3,794,970
pv_disk1 0/0-5 1,892,352

pv_disk2 0/0-6 1,892,352

Figure 5. 7 Create LUN

3) Input the LUN name, LUN size in the text fields and select the block size from the

drop-down list.

4) Check the checkbox to select a physical volume on which the LUN is created.
5) Click OK to confirm the settings.
o b
At least 5 LUNs are required for the CVR service, of which 4 LUNs with capacity over 20GB
need to be set as private volumes and the corresponding spare volumes, and other LUNs
need to be set as record volumes.
3. Create the private volumes.

1) Enter the Private Volume Settings interface, and the free LUNs in the system are
displayed on the Free LUN list.
CVR > CVR > CVR config > Set private volume

CVR config X

E
Set private volume | CVR config | Create record volume | Extend record volume
[ config sparelun for privatelun Use sparelun of privatelun Start CVR after setting

Please choose LUN to set private volume
Private volume 1

Free LUN (more than 19968MB)
Private volume 1 =3
Private volume 2
(more than 19968MB)
Private volume 2 =

" Cancel |

Figure 5. 8 Create Private Volume

2) Select the free LUN from the list and then click | Private volume 1 >> | o | Private volume 2 >>
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to set it as private volume 1 or private volume 2.

=
[Nore

Two LUNs will be automatically set as the spare volumes of the two private volumes.
You can check the checkbox of Use sparelun of privatelun to enable the use of spare
volume in case of private volume failure.
3) Optionally, you can check the checkbox of Start CVR after setting to start the CVR
service after the private volume settings are complete.

4) Click OK to confirm the settings.

b
(nore]
It is recommended that the spare LUNs are in the different physical volume with the private
LUNs. For details of physical volume, see Section 6.4 Virtual Storage Pool Management.
4. Create the record volume.
1) Enter the Record Volume Settings interface.

CVR > CVR > CVR Config > Create record volume

CVR config X

Set private volume CVR config | Create record volume | Extend record volume
The max capacity of LUN in record-volume is 8388608 MB
Name:
Data overlay: |Cycle Caver [=]
Free LUN: [ Select all

[ runs @ Lune

H. ‘ Cancel |

Figure 5. 9 Create Record Volume
2) Input the name for the record volume, select the Data overlay mode and select the free
LUN(s) to be set as the record volume.

3) Click OK to confirm the settings.

L

(ore]

® The name should be no longer than 24 characters, and blank space and quotation marks are
invalid.

® You can select multiple LUNs and merge them as a record volume.
Cycle Cover and No Cover can be selected for Data overlay. In Cycle Cover (default) mode,
the record files stored in the record volume will be overwritten when the record volume

becomes full. In No Cover mode, the record process will stop when the record volume
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becomes full.

5.3 Configuring Record Settings

5.3.1 Loggingin the CVR System

Steps:

1.

Input the IP address of the storage system in the address bar of the web browser, and press
the Enter key. The address is formatted as: https://IP address of the storage server:2004.
Example: If the IP address of the storage server is 192.0.0.64, then the address you should
enter is https://192.0.0.64:2004.

Select CVR as the login system from the drop-down list.

Input the user name and password in the corresponding text fields. The default user name
and password are nvr_admin and 123.

Click the Login button to enter the CVR system.

You can also click Login CVR sub-system on the CVR Management interface to enter the

system login interface.

Intelligent Storage

Figure 5. 10 Log in CVR System

5.3.2 Adding the Encoding Device

Steps:

1.

Enter the Encoding Device Management interface.

Device Management > Device
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Device Management -> Device

[ Add encoding device ] [ Add group ]

import | [ Export

URL
Choose | | Encoding device Type Login user Attribute RV Modify
Host/IP Port Channel

Make assignment -

[imeor |
Ch;ﬂ Name Note Encoding devices Modify

[ Delete the selected group(s) ] [ Delete all

Figure 5. 11 Encoding Device Management
2. Click the Add encoding device button to open the Add Encoding Device page. Configure the
corresponding settings for the device.
Name: Edit a name for the encoding device as desired.
Type: The encoding protocol of the encoding device.
IP/Host: The IP address of the encoding device.
Port: Input the port number of the encoding device. The port is 8000 by default.
Channel: Set the channel No. for accessing. Multiple channels can be configured. E.g., enter
1, 3-5, 7 to represent the 1, 3, 4, 5, 7 channel of the device.
Stream Media Server: Input the IP address of stream media server (optional).
Login user: The user name of the encoding device.
Password: The password of the encoding device.
Options: Check the checkbox to enable the corresponding function of the device.
Related to: Set the related record volume. If no record volume is related, the video of the

device cannot be recorded.
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Add encoding device X

Name: Example pv_0001

Type: Hikvision Iz‘
IP /Host:
Port:
Channel: Between 0 ~ 2535
Login user:
Password:
[CJ whether to use Stream Media
Stream Media Server: |e.0.1.1.1.1:554

URL Mark:

Transmission mode:
Options:
[¥IGetting stream on demand
[ClEnable Automatic Network Replenishment
[ClEnable Sub-stream
[ClEnable Arming
[Clenable Backup

Related to: | Not relate to record volume =]

£ (o

Figure 5. 12 Add Encoding Device

3. Click OK to confirm the settings.

You can view the status of the added encoding devices on the Information interface

(Information > Information). The status will be displayed as Ready after device is connected.

5.3.3 Editing the Record Schedule

Steps:
1. Enter the Schedule Management interface.

Schedule & Alarm > Schedule

Schedule & Alarm -> Schedule
B Simple (Plan)

Make plan

OK Name Monday Tuesday ‘Wednesday Thursday Friday Saturday Sunday

@ Use encoding o
@) Cl
device _ Use group Checl
0 0an

£3 OHikvision

B Advanced (Schedule) Total 1 pages, 0 rows. 20 per page, page 1

[ Add advanced schedule ] [ Imoprt ] [ Export ] [ Delete selected schedule(s) ] [ Delete all schedule(s) ]
Encoding Alarm i
Sched.ID Period Begin End Duration Record Pulling PreRecord Lock time State Choose | | (0)
device arming stream

Figure 5. 13 Schedule Management
2.  Click the Make plan button to open the Record Schedule Settings page.
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Please choose Other configurations
Date: [[|Monday [ Tuesday [[wednesday [[Thursday

[Tl Friday [Tl saturday [C] sunday [] The whole week

@ Use encoding device Record mode: ] Full-day

© Use group [ Time 1: : - : [CITime 2:
Hoan

B3 OHikvision [ Time 3: : - : [T Time 4:

[ Time 5: : - : [CTime &:

[CITime 7: : - : [CITime 8:

[lDead status at initial state [l Deactivate the record schedule [[] Deactivate pulling back d

Schedule options: 5t3 from encoding device [T Deactivate schedule of alarm pre-record [7] Deactivate alarm ar
m

[Locking  [[]5ub-stream

£ (|

Figure 5. 14 Configure Record Schedule

3. Select Use encoding device or Use group to show the added encoding devices or groups, and

then check the checkboxes to select the encoding device(s) for schedule settings.
4. Select the day(s) of the week, and then set full-day recording as the record mode or

customize time periods for recording as desired.

b
(nore]
Up to 8 time periods can be configured for each day.

5. Select the schedule options for the record schedule.
6. Click OK to confirm the settings.
7. Repeat steps 2-6 to configure the schedule settings for other encoding devices. Optionally,

you can check the checkbox of All to set the same schedule for all devices.

5.4 Live View and Playback

5.4.1 Live View

Before you start:
1. Add trusted sites. On the IE browser menu bar, navigate to Tools > Internet Options >
Security > Trusted sites and click the Sites button to add the IP address of the CVR system to

the list of trusted sites.
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r M
Internet Options M

| General | Security | privacy | Content | Connections | Programs [ Advanced |

Select a zone to view or change security settings.

@ & /|0

Internet  Localintranet] USRS | Restricted
sites

Trusted sites [ ] f I’Tn.|sted sites ﬁ‘

Sites
This zone contains websites that you
trust not to damage your computer or
your flles. I 4 ‘oucan add and remove websites from this zone. All websites in I
You have websites in this zone, LY this zone will use the zone's security settings.

Security level for this zone

Add this website to the zone:

Custom
Custom settings. https://172.10.72.241

-To change the settings, dick Custom level,
- To use the recommended settings, dick Default level. \Websites:

http: f/* hikvision.com
|| Enable Protected Mode (requires restarting Internet Explorer) http: /. hikvision.com.cn
http://172.10.72. 110
http://172. 16,100,250

Lir . (t49n 4r 4nn arn

Remove

[ Custom level... H Default level ]

[ Reset all zones to default level ]

| Require server verification (https:) for all sites in this zone

L A

Figure 5. 15 Add Trusted Sites

2.  On the IE browser menu bar, navigate to Tools > Internet Options > Security > Custom level

to enable the all the ActiveX and plug-ins.
rInternei Cptions M1

I | General | Security |Privacy I Content I Connections I Programs I Advanced| I

r e — Y
Security Settings - Trusted Sites Zone ﬁ
Select a zone to view or change security settings.
& y; Settings
@ - ' 4 ® ) Prompt o
Internet  Localintranet Trusted sites  Restricted |#| ActiveX controls and plug-ins
sites @] Allow ActiveX Filtering |
Trusted sites Disable Ld
Site:
This zone contains websites that you e Enable
trust not to damage your computer or @ Allow previously unused ActiveX controls to run without prom
your files. (7) Disable
‘fou have websites in this zone. Enable
Security level for this zone @] Allow Scriptlets
Disable
Ml Enable
W Custom W
Custom settings. ) Prompt
~To change the settings, cick Custom level. @ Automatic prompting for ActiveX controls

Disable
Enable

-To use the recommended settings, dick Default level.

- s amd corint hahsuinee
4| ] | +

| || Enable Protected Mode (requires restarting Internet Explorer) |
*Takes effect after you restart Internet Explarer
I Custom level... I Default level W

Reset custom settings
[ Reset all zones to default level ] Reset to: [Medium (default) v] [ Reset... ]

[ OK ] [ Cancel ]

[ OK ][ Cancel ][ Apply ]

A %

Figure 5. 16 Enable ActiveX

Steps:
1. Enter Encoding Device List interface.

Live View & Record > Device List
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Live View & Record -> Device List
All start All stop

B Device List Total 1 pages, 3 rows. 20 per page, page 1

Show all Use filter [ Start Recording ] [ Stop Recording ] [ Live View ]
URL Select[ |
Encoding device Type Login user Attribute RV Stream State
Host/IP Port Channel (0)
IPC1 Hikvision 172.6.23.177 8000 1 admin E-P——— record-1 Main-stream Ready B
IPC2 Hikvision 172.6.23.123 8000 1 admin [ record-1 Main-stream Ready ]
IPC3 Hikvision 172.6.23.124 8000 1 admin E-P——— record-1 Main-stream Ready B

Figure 5. 17 Encoding Device List
2. Check the checkbox in the Select column to select the encoding device for live view, and

then click the Live View button to view the live video of the selected encoding device.

%

You need to install the plug-in before viewing the live video.
After adding the encoding devices to the storage system, you can select the encoding device from the
list and then click the Start Recording / Stop Recording button to start / stop the recording process for

the selected device.

5.4.2 Searching & Playing Back Record Files

Before you start:
The video files of the encoding devices need to be recorded on the storage system.
Steps:
1. Enter the Record Search interface.
Play & Download > Record Search

Play & Download -> Record Search

B Record Search

[Backup remotely] [Lock manager] [Archive] [Downioad]

Encoding . Choose| |
Begin time End time Duration time Record type Lock time Quick link

device (o)

Figure 5. 18 Record Search

2.  Click the Search record button to open the Search Record Files page.
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Search record

Please choose Other configurations

Start time:  2013-10-29 00-00-00 Clear start time
End time:  2013-10-29 13:47:14

Record type: @ All type ) Scheduled © Manual © Alarm ©) Replenishment

@ Use encoding device
@) Use group

2 0Oan [[Isignals in alarm [C]Mation detect alarm [C] View tampering alarm
3 OHikvision

[ Locked [ Data fetch [CIFrame extracting

Search type: Enable fuzzy search

Show locktime: @ No O Yes

Figure 5. 19 Search Record Files
3. Select the encoding device(s) for search, and then specify the search conditions including
start time, end time, record type, etc. Click OK to start the search and the matched record

files will be displayed on a list.

Play & Download -> Record Search
B Record Search Total 1 pages, 5 rows. 20 per page, page 1

[Cerge0on ) [ Frame ewracing ) [__Backup remaiely )
Enceding device Begin time End time Duration time Record type Recording size(MB) Lock time Quick link Choose [ | (D)
October 29 2013 October 29 2013 . N
IPC1 00:28:56 Scheduled 171.7 Cif| STg| (]
11:07:09 11:36:05
October 29 2013 October 29 2013 . N
IPC1 00:03:10 Scheduled 23.4 oIt SEg (]
11:36:05 11:39:15

October 29 2013 October 29 2013 . .
IPC1 00:00:13 Scheduled 1.5 - i | (]
11:39:16 11:39:29

October 29 2013 October 29 2013 ) i
il ] 00:06:28 Scheduled 48.1 e ) @]
11:39:30 11:45:58

October 29 2013 October 29 2013 ) §
jiles ] 00:02:39 Scheduled 14.5 N 2 @]
11:45:58 11:48:37

Figure 5. 20 Search Result
4. Check the checkbox in the Choose column to select the record file(s) for playback, and click

the Play button to play back the selected record file(s).
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IPC1
October 29 2013 11:07:09

October 29 2013 11:36:05

Hormal speed 618 00:00:24

IPC1 Archive/Download

Figure 5. 21 Record File Playback
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Chapter 6 Creation and Use of RAID

The system supports RAID (Redundant Array of Independent Disks) service which provides
redundant storage for the data on disks. When the RAID 5 is adopted, there will be no data loss in
case of one disk failure in this RAID group.

Before providing the network storage service by single physical disk or RAID group, add the single
physical hard disk or RAID group to a virtual storage pool, to work as the physical volume, and
then create LUNs (logical unit number) on the physical volume to for the NAS, CVR or iSCSI

service.

6.1 Logging in Basic Storage Management

System

Steps:

1. Input the IP address of the storage system in the address bar of the web browser, e.g.,
https://10.254.254.254:2004, and press the Enter key. A login window will pop up.

2.  Select Basic as the login system from the drop-down list.

3. Input the user name web_admin and the default password 123, and select Advanced as the
mode.

4.  Click the Login button to log in the Basic Storage Management system.

Intelligent Storage

| Advanced

Login

Figure 6. 1 Login

6.2 Disk Management

6.2.1 Viewing Disk List

Steps:
1. Enter the Disk Management interface (Storage > Disk). The hard disks will be displayed on a

list. You can view the disk information including the supplier, model, size, state and group.
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If there are no hard disks installed in the storage system, no disk information is available.

Storage -> Disk

Disk state Rescan Sleep status

[ Location Supplier Model Size(MB) State ‘Group Disk state
) 0f0-1 Seagate ST2000NM0033-9ZM175.21Y0... 1,907,729 Normal Free Details
] 0/0-2 Seagate ST2000NMO033-9ZM175.21X0... 1,907,729 Normal Free Details
] 0/0-3 Seagate ST2000NMO033-9ZM175.21X0... 1,907,729 Normal Free Details
&l 0/0-4 Seagate ST2000NM0O033-9ZM175.21Y0... 1,907,729 Normal Free Details
] 0/0-5 Seagate ST2000NMO033-9ZM175.21X0... 1,907,729 Normal Free Details
&l 0/0-6 Seagate ST2000NM0033-97ZM175.Z1X0... 1,907,729 Normal Free Details

@ Posiion  [M]Initialize ) Check
Figure 6. 2 Disk Management Interface
2.  Click Details in the Disk State column, and you can view status of each disk.
Click Disk state, and you can view the status of all disks in the list.

Disk state
Location
State
Group
Health value
Temperature 38

Sector error & reparation 4]

SMART SMART |

Figure 6. 3 Status of Each Disk

Disk(Total: 8) Total 1 Page

Location State Group Health Temperature Sector error & SMART
value reparation

0/0-1 Normal Free Good 38 0 SMART
0/0-2 Normal Free Good 40 0 SMART
0/0-3 Normal Free Good 40 0 SMART
0/0-4 Normal Free Good 40 0 SMART
0/0-5 Normal Free Good 38 0 SMART
0/0-6 Normal Free Good 36 0 SMART

|’ Close |

Figure 6. 4 Status of All Disks
3. You can click the Rescan button to refresh all the disks available in the system.

4.  You can click the Sleep status button to view the sleep status of all the disks.

6.2.2 Viewing Disk Checking Status

On the Disk Management interface, click the Check button above the disk list to view the disk

checking status of all the disks.
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Disk check

Set the mode: Quick Check progress: 3% Check time: 0.6minute

Disk location Model Check status
0/0-1 ST2000MNMO033-9ZM175.21Y0... Checking...
0/0-2 ST2000NMO033-92M175.21X0... Waiting...
0/0-3 ST2000NMO033-9ZM175.Z21X0... Unsubmitted
0/0-4 ST2000MNMO033-92M175.21Y0... Unsubmitted
0/0-5 ST2000NMO033-92M175.21X0... Unsubmitted

0/0-6 ST2000NM0033-92M175.21X0... Unsubmitted

Chedk style @ Quick Check ) Full Check

| Close |

Figure 6. 5 Check Status of Disk
There are 3 types of check status available in the system: checking, unsubmitted and waiting.
Unsubmitted: the current disk has not been submitted for checking.
Waiting: the disk is waiting in the queue to be checked.

Checking: the current disk is under checking.

6.2.3 Checking Disk

Purpose:
When a physical disk is used in the storage system for the first time, the disk status will be shown

as Unauthorized. You should check the disk before use.

Storage -> Disk

Disk state Rescan Sleep status Check

B Disk information (Total: 6)

| Location Supplier Model Size(MB) State Group Disk state
(] 0/0-1 Seagate ST2000NMO033-9ZM175.Z1Y0... 1,907,729 Normal Free Details
(] 0/0-2 Seagate ST2000NMO033-9ZM175.21X0... 1,907,729 Normal Free Details
(] 0/0-3 Seagate ST2000NMO033-9ZM175.21X0... 1,907,729 Normal Free Details
] 0/0-4 Seagate ST2000NMO033-9ZM175.21Y0... 1,907,729 Normal Free Details
(] 0/0-5 Seagate S5T2000NM0033-9ZM175.21X0... 1,907,729 Normal Free Details
(] 0/0-6 Seagate ST2000NM0023-9ZM175.21X0... 1,907,729 Unauthorize Free Details

rostion  [[Initislize @ Check
Figure 6. 6 Check Disk
Steps:
1. Select the disk(s) to be checked from the list.

2. Click Check under the disk list to open the Disk Check page.
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Set the mode: Not chosen Check progress: 0% Check time: 0.0minute
Disk location Model Check status

0/0-1 ST2000NMO033-9ZM175.21Y0... Unsubmitted
0/0-2 ST2000NMO033-9ZM175.Z21X0... Unsubmitted
0/0-3 ST2000NMO0033-97ZM175.Z21X0... Unsubmitted =

Check style @ Quick Check @ Full Check

Start Stop Refresh
Check disk check information in LOG.

Figure 6. 7 Set Disk Check
3. Select Quick Check or Full Check as the check style.
Quick Check: check all disks simutanously and it takes a short time.
Full Check: check the disks one by one in details which may take a long time. It is
recommended when the disks are used for the first time.
4. Click the Start button to start checking the selected disk(s). You can view the check progress

and check time on the top of the page.

Result: Checking...

Set the mode: Quick Check progress: 3% Check time: 0, 1minute

Disk location Model Check status
0/0-6 ST32000645MNS.9XHO1BZL Checking...
0/0-9 ST32000645N5.9xXHO1GGP Checking...
0/0-10 ST32000645MN5 . 9xHO1GHO Checking...

Check style & CQuick Check & Full Check

o Stop Refresh
Check disk check infarmation in LOG.

Close

Figure 6. 8 Check Disk
5. You can click the Stop button to stop checking all the disks.
You can also click the Refresh button to refresh the latest status of the disks.
6. After the checking process is complete, you can view the disk status in the disk management

interface.

6.3 Array Management

6.3.1 Creating an Array

Steps:
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1. Enter the Array Management interface.
Storage > Array

Storage -> Array
Create

B Array information  (Total: 0)
=

Array name Level size(MB) State Group Maintain

¢ Delete

Add hot spare

B Hot spare information

Figure 6. 9 Array Management Interface

2. Click the Create button to open the Create Array page.

Create array

Array name:
RAID level:
Block size(KB): |64

I/0 priority: | Intelligent

Available disks
All | Cancel

Head

[ Location Size(WE)
| 0/0-1 1,907,729
] 0/0-2 1,907,729
] 0/0-3 1,907,729
| 0/0-4 1,907,729
| 0/0-5 1,907,729
] 0/0-6 1,907,729

Available arrays ~
8 (-

Figure 6. 10 Create Array Interface

3. Edit the array name. Only the letters and numeric are allowed.

4. Set the RAID level from the drop-down list. The RAID 5 is recommended.

5. Select the block size (default: 64KB) and the 1/O priority.
® Block Size: The basic unit of the RAID data. When large volume of input/output
business data is required, select the larger block size; when small volume of input/output
business data is required, select the smaller block size. The default size is 64KB and it is the

most balanced option at present.

%}

When the Video Security RAID is set as the block size in RAID 5, you can still play back the
current recordings with the first disk in case that the RAID is unavailable.

® 1/0 Priority: Set the priority for the internal 1/0 (RAID I/O) and external I/O (Business
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6.
7.

8.

I/0), and four options are available.
Intelligent (default): When the business 1/0 is small, the RAID 1/O will be increased
automatically; when the business I/O increases, the RAID 1/O will be decreased
automatically.
Balance: Balance the business I/O and the RAID I/O to guarantee 3MB/s minimum speed
for the RAID I/O. This option is usually used when the business I/O is large and the array
rebuilding or array initialization needs to be ensured.
Performance Priority: The RAID I/O will be stopped as long as business I/O is processed.
This option is commonly used for business test with high performance requirement.
Protection Priority: Keep the RAID I/O as a priority and the business I/O will be affected.
This option is mainly used to complete the array rebuilding or array initialization as soon as
possible when there is no business I/0.

Select the physical disks from the list for creating the array.

Click the OK button, and confirm the following pop-up dialog box.

Message from webpage Iﬁ

:I Do you want to create the array?

0K l [ Cancel

Figure 6. 11 Pop-up Dialog Box
Click the Close button to finish the settings. And the created array will be displayed on the

list on the array management interface.

B Array information (Total: 1)

|} Array name Level Size(MB) State Group Maintain
Resync speed: 0.0% remaining time:
| rs RAIDS 3,815,458 Free Maintain
40Hours35Minutes
% Delste

—

[\

Figure 6. 12 Successfully Added Array

OTE
Only the enterprise-class disks are allowed for creating the array.
At least 3 physical disks must be selected for creating RAID 5.
While creating RAID, it is recommended to select the physical disks with the same model and
capacity to maintain better performance of RAID.
Array initialization may bring some pressure on the system and cause an effect to the

performance of the current business.
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6.3.2 Rebuilding an Array

Purpose:
The array rebuilding function helps to protect the data saved on the unstable or failure physical
disk in the array, to ensure the high security and stability of the system.

A hot spare disk is required for the array rebuilding.

=
[Nore

Array rebuilding may bring some pressure on the system and cause an effect to the performance

of the current business.

Auto-rebuilding with Hot Spare Disk

Purpose:

The hot spare disk replaces the disconnected or failure disk in the array automatically, to ensure

the high security and stability of the data. It is recommended to add the hot spare disk during

RAID configuration.

Two hot spare modes are available: Global and Local.

® Global Hot Spare

Steps:

1. On the Array Management interface, click the Add hot spare button to open the Add Hot
Spare page, and select Global as the group.

Add hot spare

Group:@ Global © Local

Available disks
| Location Size(MB)
0/0-4 1,907,729
0/0-5 1,907,729

0/0-6 1,007,729

Available arrays
| Array name Size(MB)
0 r5 3,815,458

Figure 6. 13 Add Global Hot Spare
2. Select the available disk to be used as hot spare disk.

3. Click the OK button and confirm the following pop-up dialog box to add the global hot spare.
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Message from webpage ﬁ

Figure 6. 14 Pop-up Dialog Box
4. Click the Close button to finish the adding of hot spare disk. You can view the information of
the added hot spare on the Hot Spare Disk List:

[ Members Size(MB) ‘Group
= 0/0-4 1,907,729 Global hot spare
3 _Delete

Figure 6. 15 Hot Spare Disk List
When there is a disk disconnected or failed, the array status will change to Degraded. With the
global hot spare disk configured, the system will automatically start to rebuild the array and the

rebuilding speed and remaining time will be displayed in the State column.

B Array information

[l Array name Level Size(MB) State Group Maintain

Rebuild speed: 0.1% remaining
[ rs RAIDS 3,815,458 Free Maintain
time: 21Hours2Minutes

¥ Delete

Figure 6. 16 Array Status

® Local Hot Spare

Steps:

1. On the Array Management interface, click the Add hot spare button to open the Add Hot
Spare page, and select Local as the group.

Add hot spare

Group:) Global @ Local

Array: r5 [+]

le disks |

Location Size(MB)
0/0-4 1,007,729
0/0-5 1,907,729

0/0-6 1,907,729

arrays |

“ | Array name Size(MB)
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Figure 6. 17 Add Local Hot Spare Disk
2. Select the array to which the hot spare is added.
3. Select the available disk to be used as hot spare disk.

4. Click the OK button and confirm the following pop-up dialog box to add the local hot spare.

Message from webpage @

:I Do you want to add hot spare?

| ok || concel

Figure 6. 18 Pop-up Dialog Box
5. Click the Close button to finish the adding of hot spare disk .You can view the information of

the added hot spare on the Hot Spare Disk List.

|} Members Size(MB) Group
(] 0/0-4 1,907,729 Local hot spare
% Delste

Figure 6. 19 Hot Spare Disk List

When the specified array status changes to Degraded, the system will automatically start to

rebuild the array.

Manual-rebuilding

Purpose:

When there is a free disk in the system while no hot spare disk is available, you can start the array
rebuilding manually.

Steps:

1. Enter the Array Management interface.

Storage > Array

B Array information

| Array name Level Size(MB) State Group Maintain
[ rs RAIDS 3,815,458 Degraded Free Maintain
9 Delete

Figure 6. 20 Array List
2. If the array state is displayed as Degraded, click Maintain on the Array List to enter the array

maintenance interface.
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Array maintenance X

Rename r5 Rename
Type: RAIDS
I/0 priority: Intelligent Modify

Size(MB) 3,815,458
Status: Degraded
Group: Free

Members: (2)0/0-1 0/0-2 0/0-3

Delete Inspect Bepair Rebuild

Local hot spare
=] Location Size(MB)

No local hot spares!

‘ Close |

Figure 6. 21 Array Maintenance Interface

3. Click the Rebuild button.

Select the available free disk and click the OK button to start the array rebuilding.

Auto-rebuilding (optional)

Purpose:

When the array is degraded due to disk disconnection or failure, you can insert a new disk to the
system and the system will start to rebuild the array automatically.

Steps:

1. Click Storage > Settings to enter the device settings interface:

2. Click the Open button to enable the Auto-rebuild function.

STORAGE = Settings

Auto-rebuild:  Open Close

Force-rebuild: Close Open

Force-verify:  Open Close

Force-initialize: Close Open
Sync speed:  Medium Modify
Flashing time of locating a disk(second): 25 Modify

Figure 6. 22 Enable Auto-rebuild
Force-rebuilding (optional)

Purpose:

After the force-rebuild is enabled, the array rebuilding process will continue in case of disk 1/0
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error. You will be prompted to replace this non-rebuilt disk in the operation log after the array
rebuilding is complete, to avoid data loss and enhance the data security.

Steps:

1. Click Storage > Settings to enter the device settings interface,

2. Click the Open button to enable the Force-rebuild function.

STORAGE > Settings

Auto-rebuild:  Open Close
Force-rebuild:  Close Open
Force-verify:  Open Close
Force-initialize: Close Open
Sync speed:  Medium Modify
Flashing time of locating a disk(second): 25 Modify

Figure 6. 23 Enable Force-rebuild

6.3.3 Array Verification

Purpose:

Array verification function helps to avoid the data error and file loss in the data storage process.
A regular check and maintenance for the disk array is recommended, thus to ensure the high
stability and security of the data stored in the array.

There are 2 types of verification modes available: checking the array and repairing the array.

-
[NoTE

Array verification may bring some pressure on the system and cause an effect to the

performance of the current business.

Checking the Array

® Checking Array Manually

Steps:

1. Click Storage > Array to enter the array management interface.

2. When the array state is Normal, click Maintain to enter the array maintenance interface.
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Rename r5 Rename
Type: RAIDS
I/0 priority: Intelligent Modify

Size(MB) 3,815,458
Status: Normal
Group: Free
MAID: Enable Close

Members: (2)0/0-1 0/0-2 0/0-2

Delete Repair | |Rebuild

Local hot spare

] Location Size(MB)

No local hot spares!

‘ Close |

Figure 6. 24 Check Array Manually
3. Click the Check button to start checking the selected array.
4. When the array is in checking process, you can view the checking status on the Array List,

including the checking speed and remaining time.

B Array information (Total: 1)

| Array name Level Size(MB) State Group Maintain

Check speed: 0.2% remaining time:
7 r5 RAIDS 3,815,458 Free Maintain
11Hours59Minutes

¥ Delete

Figure 6. 25 View Checking Status
® Checking Array by Strategy

Purpose:

When the array is created, a verification strategy is added automatically to check the array every

3 months (cycle time) since then. You can also add the verification strategy manually for the

array.

Steps:

1. When the array status is Normal, click Maintenance > Common to enter the Common
Maintenance interface.

2. Click the Add strategy button to open the Add Strategy page.

45



Quick Operation Guide of DS-A81 Series Storage System

Add strategy

Type: RAID verification E|

Verify mode: @ Check @ Repair
Array name:
B an
rs
Name: 51
Cycle: 3 Week |Z|

Start time: 2013-10-30 16:23

End time: 2014-10-30 16:23

o ey

Figure 6. 26 Add Strategy
3. Select the type to RAID verification from the drop-down list and the verify mode to Check.
4. Select the array for verification form the array list.
5. Edit the name of the strategy as desired, and then set the cycle time and the start time/end
time for verification.
6. Click OK to confirm the settings. You can view the added strategy on the RAID Verification

Strategy List.

|| Event Name Object Cycle Start time End time

(] RAID check 51 rs 3Week 2013-10-30 16:23 2014-10-30 16:23

Figure 6. 27 RAID Verification Strategy List

Repairing the Array

® Repairing Array Manually

Steps:

1. Click Storage > Array to enter the array management interface.

2. When the array status is Normal, click Maintain to enter the array maintenance interface.
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Rename r5 Rename
Type: RAIDS
I/0 priority: Intelligent Modify

Size(MB) 3,815,458
Status: Normal
Group: Free
MAID: Enable Close

Members: (2)0/0-1 0/0-2 0/0-2

Delete Check Rebuild

| Local hot spare |

] Location Size(MB)

No local hot spares!

‘ Close |

Figure 6. 28 Repair Array
3. Click the Repair button to start repairing the selected array.
4. When the array is in repairing process, you can view the repairing status on the Array List,

including the repairing speed and remaining time.

B Array information

[l Array name Level Size(MB) State Group Maintain

Repair speed: 0.0% remaining
[ rs RAIDS 3,815,458 Storage Pool Maintain
time: 21Hours40Minutes

Figure 6. 29 View Repairing Status

® Repairing Array by Strategy

Steps:

1. When the array status is Normal, click Maintenance > Common to enter the maintenance
interface.

2. Click the Add strategy button to open the Add Strategy page.
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Add strategy

Type: RAID verification E|

Verify mode: 0 Check @ Repair
Array name:
B an
rs
Name: 52
Cycle: 3 Week |Z|

Start time: 2013-10-30 16:36

End time: 2013-10-30 16:36

E | Close |

Figure 6. 30 Add Strategy
3. Select the type to RAID verification from the drop-down list and the verify mode to Repair.
4. Select the array to repair.
5. Edit the name of the strategy as desired, and then set the cycle time and the start time/end
time for repairing verification.
6. Click OK to confirm the settings. You can view the added strategy on the RAID Verification

Strategy List.

B RAID verify strategy info  (Total: 2)

| Event Name Object Cycle Start time End time

(] RAID check S1 rs 3Week 2013-10-30 16:23 2014-10-30 16:23

=] RAID reparation 52 rs 3Week 2013-10-30 16:36 2013-10-30 16:36
% Delete

Figure 6. 31 RAID Verification Strategy List

6.4 Virtual Storage Pool Management

The Virtual Storage Pool is a list of physcial volumes, contributing to the management of multiple
physical disks and RAID group. A physical volume can be divided into logic volumes (LUN) for

different data storage service.

6.4.1 Creating Physical Volumes

Purpose:
The arrays and disks in the system can be added to a virtual storage pool as the physical volume.
Steps:

1. Click Storage > Storage Pool to enter the storage pool management interface.
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Storage -> Storage Pool

Total size: 0 MB Free size: 0 MB
LUN size: 0 MB Snapshot size: 0 MB
NAS size: 0 MB DVR size: 0 MB
CVR size: 0 MB Size of iSCSI: 0 MB

Add

B Physical volume information (Total: 0)

[ PV name Device name Total size(MB) Free size(MB) State

¥ Delete Q Position

Figure 6. 32 Storage Pool Management

2. Click the Add button to open the Add Storage Pool page.

Add storage pool

J' Array information |

= Physical volume Array name Size(MB)

=]} Array_test 3,815,458

Disk information |

Physical volume Size{(MB)

1,907,729

1,907,729

| Cancel |

Figure 6. 33 Add Storage Pool
3. Check the checkboxes to select the arrays or physical disks to be added into the virtual
storage pool.
4. Input the physical volume name in the corresponding text fields.
5. Click OK to confirm the settings. You can view the information of added physical volumes on

the Physical Volume List.

Add Delete Position
B Physical volume information (Total: 3)
=] PV name Device name Total size{MB) Free size(MB) State
Resync speed: 0.9% remaining time:
[ pv_array Array_test 3,794,976 3,794,976
50Hours33Minutes
] pv_diskl 0/0-5 1,892,352 1,892,352 Normal
= pv_disk2 0/0-6 1,892,352 1,892,352 Normal

¥ Delete QPus\tiun
Figure 6. 34 Physical Volume List
Select the physical volume, click Delete under the Physical Volume List, and you can delete the

selected physical volume from the virtual storage pool.
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Select the physical volume, click Position under the Physical Volume List, and you can positioning
all the disks in the selected physical volume.

Click the Delete button above the Physical Volume List, and you can delete the virtual storage
pool from the storage system.

Click the Position button above the Physical Volume List, and you can positioning all the disks in

the virtual storage pool.

%}

To positioning a disk, the indicator on the HDD bay bracket flickers for notification.

6.4.2 Creating LUNs

Purpose:

After physical volumes are added into the virtual storage pool, you can partition the volume
space and create some logic volumes (LUNSs) to be assigned to NAS, iSCSI, CVR and other storage
service, to take highly use of the storage space.

Steps:

1. Enter the LUN Management interface.

Storage > LUN

Storage -> LUN

Create

B LUN information  (Total: 0)

=] D LV name Block size(Byte) Size(MB) Physical volume State Snapshot Clone Extend Rename

¥ Delete
Figure 6. 35 LUN Management Interface
2. Click the Create button to open the Create LUN page.

Create LUN

LUN name: LUN1 e.g. database_lun
LUN size(MB): 300000 e.g. 300000

Block size(Byte): 512 Iz‘

PV name Device Free size(MB)
pv_array rs 3,794,976

disk1 1,892,352

disk2 1,892,352

? ‘ Close |

Figure 6. 36 Create a LUN

3. Input the LUN name, LUN size and block size in the corresponding text fields.
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4. Check the checkbox to select a physical volume in which the LUN is located.

5. Click the OK button, and then confirm the pop-up dialog box.

Message from webpage ﬁ

:I Do you want to create LUN?

| ok || cancel

Figure 6. 37 Pop-up Dialog Box
6. Click the Close button to finish creating the LUN. You can view the information of Added
LUNs on the LUN List.

[ 1D LV name Block size(Byte) Size(MB) Physical volume State Snapshot Clone Extend Rename
(] 0 LUN1 512 300,000 pv_array Free 0 & (&) el
(= 1 LUNZ 512 300,000 pv_array Free o ‘_-“ Ef @

¥ Delete

Figure 6. 38 LUN List
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Chapter 7 Configuring iSCSI Settings

(optional)

Purpose:

The iSCSI connection is capable of mapping the storage space to the local client server, thus to
provide the local management and operations for the system.

Before you start:

Insert the hard disks into the device, and then create the virtual storage pool and some logic

volumes (LUNs). For details, see Section 6.4 Virtual Storage Pool Management.

7.1 Creating iSCSI Volume

Purpose:
Some logic volumes (LUNs) can be assigned to the iSCSI network storage service and work as
iSCIS volumes.
Steps:
1. Enter the iSCSI Management interface.
SAN > iSCSI

Enable iSCSI

B iSCSI configuration
search | Search

| iSCSI ID LUN name Client IP Mode CHAP

¥ Delete

Add/Modify CHAP
CHAP user info
Current target port: 3260 Modify

Please type the numbers between 3000 and 65534 (Please do not use the reserved port of 7402 ).

Note: Pleaes disconnect all client connection, or reboot after modifying port.
Figure 7. 1 iSCSI Management Interface
2.  Click the Enable iSCSI button to open the Enable iSCSI page.
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Enable iSCSI x

Client IP: E.g. 192.168.40.60
iSCSIID: E.g. 100(Value range: [1,1024])
CHAP authentication: [No CHAP =]
Access mode: |R/W El
Available LUN
Choose Name Block(B) Size(MB) Physical volume Status
LUN1 512 300,000 pv_array Free
LUNZ 512 300,000 pv_array Free
ok e

Figure 7. 2 Enable iSCSI
3. Input the client IP and iSCSI ID in the corresponding text fields, set the CHAP authentication
and select the access mode.
4. Select a LUN from the list to work as the iSCSI volume.

5. Click the OK button, and then confirm the pop-up dialog box.

Message from webpage Iﬁ

:I Do you want to enable iSCSI service?

QK ] ’ Cancel

Figure 7. 3 Pop-up Dialog Box

6. Click the Close button to finish creating the iSCSI volume. You can view the information of

the added iSCSI volumes on the iSCSI Volume List.

B iSCSI configuration

searcn{ | Search

o iSCSI ID LUN name Client IP Mode CHAP

(] 1 LUN1 0.0.0.0 R/W No CHAP

(] 2 LUNZ2 172.6.23.106 R/W No CHAP
% Delste

Figure 7. 4 iSCSI Volume List

INoTe]

Only the client server specified by the IP address you input can connect the iSCSI volume. If

multiple servers need to access the iSCSI service, you can input 0.0.0.0 as the Client IP.

7.2 Creating iSCSI Connection in Windows 2008

Use the iSCSI Initiator software in Windows 2008 to configure and establish the iSCSI connection

to the storage system.
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In Windows XP or Windows 2003, you need to click Help to enter the Help interface and
download the corresponding software and install it on your PC. If the downloaded software
cannot be installed properly, or the latest software is needed, you can log on to the Microsoft

official website to download the corresponding software and install it.
r B

Software download !Microsaf‘t ISCSI initiator software package X686 &64iversionz.08) |—’ FO[‘ 64—b|t PC
!Microsaf‘t iISCS] initiator software package ®X86{version2.02) |—> For 32_b|t PC
Microsoft Diskpart software(available for winz20001

Command line tool

Figure 7. 5 Download iSCSI Initiator Software
Task 1: Connecting iSCSI Service
Steps:

1. Enter the Start menu, and select iSCSI Initiator to enter the following interface.

iSCSI Initiator Properties x|

Favorite Targets I Volumes and Devices I RADIUS
General I Discovery I Targets

iSCSI devices are disk, tapes, CDs, and other storage devices on
another computer on your network that you can connect to.

Your computer is called an initiator because it initiates the connection to
the iSCSI device, which is called a target.

Initiator Name

To rename the initiator, dick Change. Change...

To set up IPsec tunnel mode addresses,
dick Setup.

To use mutual CHAP authentication for verifying
targets, set up @ CHAP secret. Secret |
Setup |

What is iSCSI ¢

0K | Cancel I anpli |

Figure 7. 6 Initiator Software Interface

2. Click the Discovery tab and click the Add Portal... button. The Add Target Portal dialog box

will pop up.
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ﬂ
Favorite Targets | Volumes and Devices I RADIUS
General Discovery | Targets

Target portals
Address | Port | Adapter | IP address |

Add Portal... I Remaye Refresh |

—iSNS servers

Mame |

Add... Remoye | Refresh |

oK | Cancel | Anply |

Figure 7. 7 iSCSI Initiator Properties
x|

Type the IP address or DMS name and port number of the portal you want
to add. To select settings for the discovery session to the portal, dick
Advanced.

IF address or DNS name: Port:

I | I 3260 Advanced... |
oK I Cancel |

Figure 7. 8 Add Target Portal
3. Enter the IP address and port of the storage system, and click OK to confirm the settings.

Click the Targets tab to enter the following interface.

%}

Inactive indicates that the storage target is discovered but not connected. You can connect

multiple storage targets. You can refer to the following steps to configure the connection of

iSCSI service
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iSCSI Initiator Properties x|
Favorite Targets I Volumes and Devices I RADIUS I
General | Discovery Targets

To access storage devices for a target, select the target and then dick
Log an.

To see information about sessions, connections, and devices for a target,
dick Details.

Targets:

MName Status

iqn. 2004-05.storos. t-256 Inactive

Details | Log on... | Refresh |

0K I Cancel | anpli |

Figure 7. 9 Targets
4. Click the Log on... button and the Log On to Target dialog box will pop up. If you check

¥ Automatically restore this connection when the computer starts checkbox, the iSCSI storage system will

be automatically connected when the PC starts next time. Click OK to complete the

connection.

Log On to Target |

Target name:

| ign. 2004-05,storos. t-256

¥ Automatically restore this connection when the computer starts

[~ Enable multi-path

ﬂ Only select this option if iSCSI multi-path software is already installed
= on your computer.

Advanced... | K I Cancel |

Figure 7. 10 Log On to Target

5. After connecting the storage system successfully, the status of the storage target will change

to Connected.
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iSCSI Initiator Properties x|

Favorite Targets | Volumes and Devices I RADIUS I
General I Discovery Targets

To access storage devices for a target, select the target and then dlick
Lag on.

To see information about sessions, connections, and devices for a target,

dick Details,
Targets:
Mame | Status
ign. 2004-05,storos, t-256 Connected

Details | Log on... I Refresh |

0K | Cancel | Appk |

Figure 7. 11 iSCSI Connected
Task 2: Disconnecting iSCSI Service
Steps:
1. Select the storage target and click the Details button.
2. In the pop-up Target Properties interface, check checkbox for the Identifier and click the
Log off... button to disconnect the connection.

3. Click OK to confirm the settings.
ﬂ
Sessions |Devices I Properties I

This target has the following sessions:

Identifier

2a6547c-4000013700000003

Log off... Refresh
 Session Properties
Target portal group: i
Status: Connected
Connection count: i

r— Session Connections
To configure how the connections within

this session are load balanced, dick Connections |
Connections.
QK I Cancel | Annky |

Figure 7. 12 Disconnect Storage Target
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7.3 Mapping to Local Disk & Formatting iSCSI

Disk

After iSCSI connection, the storage system can be considered as a local disk.

Steps:

1. Enter the Start menu, and select Administrative Tools > Computer Management > Storage >

Disk Management. The Initialize Disk guide will pop up.

*You must initislize 3 disk before Logical Disk Manager can access it.
Select disks:

x|

(w: Diiske 1

Use the following partition style for the selected disks:

¢ MER (Master Boot Record)
£ GPT(GUID Partition Table)

Mote: The GPT partition style is not recognized by all previous versions of
Windows. It is recommended for disks larger than 2TB, or disks used on
ltanium-based computers.

Cancel

o]

Figure 7. 13 Initialize Disk Guide

2. Check ¥ checkbox to select disk(s) and click OK to confirm initializing the disk(s).

L!Com puter Management

@ Task Scheduler
[2] Event Viewer
[12] Shared Folders
! Local Users and Groups
@ Reliability and Performanc
e Device Manager
El &5 Storage
= Disk Management
:_T:(; Services and Applications

4 | o

-

‘_LJEVBOXADDIT[ONS_Q (b:) Simple Basic CDFS

Healthy (Primary Partition)

0| | i
|
L=Disk 0
Basic {c)
ZD.FJD GB 20,00 GB NTFS
Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
L=Disk 1 T —
Basic
43.81GB 43.81GB
Online Unallocated
icp-ROM O
CD-ROM VBOXADDITIONS_4. (D:)
43 MB 43 MB CDFS
Online

Healthy {Primary Partition)

B Unallocated [l Primary parttion |

N [=] B3]
File Acton View Help
T YENIET T
A Computer Management (Local) | Volume | tayout | Type | File System [ Status Actions
=] m System Tools & () Simple Basic NTFS Healthy (System, Boot, Page File, Active, Crash Dump, Primary

Disk Management

More Actions

Figure 7. 14 Disk Management
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3. You can map the storage system to a basic disk or a dynamic disk. The basic disk is accessible
when the device is started, and the dynamic disk processes more features than the basic disk,
e.g., extended dynamic volume and multiple disk volumes.

4. Right-click an iSCSI disk and select New Simple Volume to start activating the disk. Follow the
pop-up guide to map the disk to local storage.

5.  After formatting successfully, you can access the disk(s) in Computer.

7.4 Creating iSCSI Connection in Redhat5

The following content is the introduction of creating iSCSI connection in Redhat5.
Steps:
1. Discover the target.
# iscsiadm -m discovery -t sendtargets -p 10.192.52.166
10.192.52.166:3260, 1 iqn.2004-05.storos.t-111
2. Logon the target.
# iscsiadm -m node -T ign.2004-05.storos.t-111 -p 10.192.52.166:3260 -
Login session [iface: default, target: iqn.2004-05.storos.t-111, portal: 10.192.52.166, 3260]
3. View the disk information.
# fdisk -

Dizk Adewizdar 8589 MB. 85899345592 huytes
2005 heads,. 63 sectorsstrack. 1044 cylinders
Units = cylinders of 16065 = 512 = 8225280 bytes

Device Boot Start End Blocks  Id System
fdevf=dal = 1 13 104391 83 Linux
Sdev f=daz 14 123 9237A7+ BZ Linux swap / Solaris
fdev fada3 129 1043 T349737+ 83 Linux
fdev Fadad 104 104 a032+ 5 Extended
Adev A=dab 10 10 8001 8e Linuw LWM

Dizk Adewssdh: 13,6 GB, 13623099392 huytes
bd heads. 32 zectorsstrack,. 12992 cylinders
Units = cylinders of 2048 = 512 = 1048576 bytes

Dewvice Boot Start End Blocks Id System
Fdev Fadbl 1 12952 13303792 83 Linux

Figure 7. 15 Disk Information
4. Use the fdisk command for disk partitioning.
fdisk [-I] [-b SSZ] [-u] device
-I: View the status of partition table of the device.
-b SSZ: Display the partition size on the standard output.
-u: Used with -l, replace the cylinder number with partition number to indicate the start
address of each partition.

device: The name of the device.
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o

The fdisk command is the most common partition tool and is defined as the Expert partition
tool. A second-level menu is included in the fdisk command.
5. Enter the command: # fdisk /dev/sdb. And the command prompts will come out: Command

(m for help).

[rootPlocalhost rootl#t fdisk sdevs/sda
Note: sector s > is 4896 (not 512)

Command (m for help): m
Command action
toggle a bootable flag
edit bsd disklabel
togglg the dos compatibility flag
dclnhka partition

list known partition types
print this menu
add a new partition

create a new empty DOS partition table
print the partition table

quit without saving changes

create a new empty Sun disklabel
change a partition’s system id

change displaysentry units

verify the partition table

write table to disk and exit

extra functionality (experts only)

Command (m for help):

Figure 7. 16 fdisk Command for Partitioning
6. Enter n to create a partition and the prompt for selecting primary partition or extended
partition will come out. We often use the primary partition. And then enter the partition

number, first cylinder and partition size. Enter w to write the disk information.

Command (M Tor helpl): n
Command action

e axtendead

p primary partition (1-4)

P
Partition number (1-4): 1
Fir cylinder (1-261, default 1):
ing default value
st cylinder or + O sizeM or +sizeRk (1-261, default 2
Using default value

Cormand (v for help): w
The partition table has been altered!?

Calling ioctl() to re-read partition table,
Syncing d

Figure 7. 17 Partition Disk
7. Format the partition.
# mkfs.ext3 -b 4096 /dev/sdb1l
8. Set the mount point.
# mkdir /mnt/scsiOl
# mount /dev/sdb1 /mnt/scsi0O1
Now the Linux server has connected the iSCSI disk and you can do the same operation as the

local SCSI disk of the Linux server.
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9. Mount an iSCSI disk automatically.
Modify /etc/rc.local through the vi editor. Use the command Shift + G to locate the cursor at
the last line. Use the command o and then enter #mount /dev/sdl /mnt/scsi0l. After
saving the file and rebooting the Linux server, the server can mount the iSCSI disk

automatically.

7.5 Creating iSCSI Connection in Suse 10

This section introduces the procedure iSCSI connection in Suse 10.
Steps:
1. Discover the target.
# iscsiadm -m discovery -t sendtargets -p 10.192.52.166
[1b72d5] 10.192.52.166:3260,1 iqn.2004-05.storos.t-123
2. Logon the target.
# iscsiadm -m node -r 1b72d5 -|
3. View the disk information.
# fdisk -

Disk Adev/sdar 8589 MB, 8529934592 hytes
265 heads. 63 sectors/track,. 1044 cylinders
Units = cylinders of 16065 = 512 = 8225280 bytes

Device Boot Start End Blocks  Id System
fdevidzdal o= 1 13 104291 83 Linux
fdew f=da2 14 128 923737+ 82 Linux swap / Solaris
Fodew f=da3 129 1043 7349737+ B3 Linux
Folew Fzdad 1044 1044 8032+ 5 Extended
Folew Fzdab 1044 1044 8001  8e Linwe LWM

Dizk Adevizdb: 13,6 GB. 13623099392 buytes
bd heads. 32 zectorsstrack,. 12992 cylinders
Unitz = cylinders of 20438 = 512 = 1048576 bytes

Device Boot Start End Blocks Id System
Fdev fadbl 1 12992 13303792 83 Linux

Figure 7. 18 Disk Information
4. Use the fdisk command for disk partitioning, and then format the disk.
# fdisk /dev/sdb
# mkfs.ext3 -b 4096 /dev/sdb1
5. Set the mount point.
# mkdir /mnt/scsiOl
# mount /dev/sdb1 /mnt/scsi0O1
Now the server has connected the iSCSI disk and you can do the same operation as the local SCSI

disk of the Linux server.
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Chapter 8 Configuring NAS Settings

(optional)

Purpose:

The NAS space can be used as the network shared disk within the office network to realize the
share of data, software tools and other materials.

Before you start:

Insert the hard disks into the device, and then create the virtual storage pool and some logic

volumes (LUNs). For details, see Section 6.4 Virtual Storage Pool Management.

8.1 Creating NAS Net Disk

8.1.1 Creating NAS Volume

Steps:
1. Enter the NAS Disk Management interface.
NAS > NAS Disk

Add NAS disk

Search:lzl Search
[ Name NAS volume name Protocol Operation
¥ Delete
Create NAS volume
¥ Delete & Mount & Repair & Stop repair @ Check

Figure 8. 1 NAS Disk Management Interface
2. Click the Create NAS volume button to open the Create NAS Volume page. Select the LUN to
work as the NAS volume from the drop-down list.

Create NAS volume

LUN name: LUN04 V]

NAS type: @® standard

Figure 8. 2 Create NAS Volume
3. Click OK to confirm the settings. You can view the information of added NAS volumes on the

NAS Volume List.
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B NAS volume configuration (Total: 2) Total 1 Page
Search:l:l Search
|l Name Size(MB) Used size(MB) Free size(MB) Used LUN Status
|l LUN3(NAS) 300000 41 299959 disk1 Mounted
il LUN4{NAS) 300000 41 299959 disk1 Mounted
¥ Delete & Mount @ Repair & Stop repair & Check

Figure 8. 3 NAS Volume List

8.1.2 Configuring Basic NAS Settings

Steps:
1. Enter the NAS Configuration interface.
NAS > NAS Config

HAS —> HAS config

Server name: Bstor Modify
NetBIOS name: ads_nas Modify
Workgroup: mydomain Modify
User authentication mode: Local Modify
NAS file system: Basic mode

DVR file system: Basic mode Modify
Modify the repair mode of filesystem: Auto Modify
Change password when first access: Yes Modify
Bulk addition of users(groups): upload

Download U Download G

Figure 8. 4 NAS Configuration

2. You can configure the Server name, NetBIOS name and Workgroup to meet the actual
needs in office.

3.  For user authentication mode, you can select Local, Share or ADS.
Local: This mode adopts the local user management system of the storage device, and the
user name and password are saved in the storage server.
Share: It allows any user to log in the system with no need of user name authentication.
ADS: Based on the domain, all users are required to adopt the Active Directory for

authentication. The ADS mode is optional.

8.1.3 Adding NAS User

=
[Nore

If you set the user authentication mode as Local, you need to create the NAS user before creating
NAS disk.

Steps:

1. Enter the NAS User Management interface.

NAS > Users (Groups)
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HAS —> Users(Groups)

Add NAS user

Search:lzl Search
=] User name Primary group Group Operation
¥ Delete
Add NAS group
3 Delete

Figure 8.5 NAS User Management
2. Click the Add NAS user button to open the Add NAS User page.

Name: e.g. nasuser
Password: (Password length for 3 ~ 24 bits)
Retype password:

Primary group: default E|

Group
Quota

NAS settings

|’ Close |

Figure 8. 6 Add NAS User

w

Input the name, password and confirm password in the corresponding text fields.

&

Set the group, quota and NAS settings for the NAS user.

Primary group: Default and pre-defined group(s) can be selected.

Group: Select the group for the user. The settings of the group define the permission of user,

like quota and read-write permission of the user.

Quota: Set the available storage space for the created user.

® If no quota is set for the user (or the quota value is set as 0) and the user is in the default
primary group, then the user can use the total capacity of the NAS volume.

® |[f the quota of the primary group in which the user locates is not 0 and another quota is
set for the user specially, then the usable disk capacity for the user is the smaller one of
the two quotas.
Example: if the total capacity of the NAS volume is 20G and the quota configured for the
user is 0, and the quota of the primary group in which the user locates is 600M, then the
usable disk capacity for the user is 600M.

NAS settings: Set the protocol for file service and configure the NAS disk permission for the

user.

5. Click OK to conform the settings.

64



Quick Operation Guide of DS-A81 Series Storage System

8.1.4 Creating NAS Disk

Steps:
1. Enter the NAS Disk Management interface.
NAS > NAS Disk

HAS —-> HAS disk

Add NAS disk

B NAS disk configuration (Total: 0) Total 0 Page
search | search

=] Name NAS volume name Protocol Operation
3 Delete
Create NAS volume
NAS volume configuration (Total: 2) Total 1 Page
¥ Delete & _Mount @ Repair % _Stop repair & Check

Figure 8. 7 NAS Disk Management
2. Click the Add NAS disk button to open the Add NAS Disk page.

Add NAS disk

NAS volume: LUN3
Name:
Protocol: [7] Windows(CIFS)
[ Unix{NFS)
[0 FTP
[E] Mac OS(AFP)

[ web(HTTP)

? | Close |

Figure 8. 8 Add a NAS Disk
3. Select the NAS volume from the drop-down list and input the name for the NAS disk.
4. Check the checkbox to select the protocol, and then set the read/write access to the NAS

disk for the added NAS users or specified IP address segment.

;E

If the user authentication mode is set as Share and the protocol is selected as Windows

(CIFS), you need only select the access mode to read-write or read-only for all the users.
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5.

Disk:NAS_disk Protocol:Windows(CIFS)

Available list » Read-write user o

Userl

Read-only user vl

m

MNAS disk permission:

the same group with creator's primary group|R-0 Iz‘ Other |R-O E|

accessible IP {Segment): e.g. 102.168.1.1 L4
forbidden TP (Segment): e.g. 192.168.2.4
' | Close |

Figure 8. 9 Protocol Settings
Click OK to confirm the settings. You can view the information of added NAS disks on the

NAS Disk List.

8.2 Creating NAS Disk Connection

We take the Windows 7 operating system as an example in this section.

Steps:

1.

2.

Right-click Computer icon on the desktop of your PC and select Map Network Drive. The

guide for Map Network Drive will pop up.

Open

Open folder location
W¥  TortoiseSVN 3
'{g' Manage

Map network drive...
Disconnect network drive...

() Create SimpleTap tile

Restore previous versions

Send to 3
Cut

Copy

Create shortcut
Delete

Rename

Properties

Figure 8. 10 Right-click Menu
Select a letter for the network drive from the drop-down list, and input the IP address and

NAS disk name in the Folder text field.
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5.

6.

Example: If the IP address of the storage system is 172.8.72.241 and the NAS disk name is
NAS_disk1, then you should enter \\172.8.72.241\NAS_disk1 in the Folder text field.

@ % Map Metwaork Dri

What network folder would you like to map?

Specify the drive letter for the cennection and the folder that you want to connect to:

Drrive: [X: - ]

Folder: hd Browse...

Example: \\server\share

Reconnect at legon
[ Connect using different credentials

{ Connect to a Web site that you can use to store your documents and pictures.

I Finish

Figure 8. 11 Map Network Drive Guide

Optionally, you can check the checkbox of Reconnect at logon to connect the NAS disk
automatically after the system startup.

Click the Finish button to confirm the settings. And then input the user name and password
of the NAS disk in the pop-up dialog box, and click OK.

(" Windows Security =]

Enter Network Password
Enter your password to connect to: 1721072241

“JEEI’ name ]

—
|\:\ | Password |
Domain: HIK

] Remember my credentials

Figure 8.12 User Name and Password
After mapping the NAS disk to the network drive successfully, you can view the NAS disk in
the Network Location area of Computer.

4 Network Location (4)
MAS_disk2 (\\17210.72.241) (W:) _ NAS_diskl (\17210.72.241) (%)

f“_:_g?‘ J f—‘:_g?‘| J

L
“eag . 292 GB free of 292 GB - 292 GB free of 292 GB

Figure 8. 13 Connected NAS Disk

To disconnect the NAS disk, you can select Disconnect Network Drive on the Right-click Menu.

8.3 Cautions for Proper Use of NAS Disk

Due to the system settings of Windows, one client can use only one NAS user to access the
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storage server. Disconnect all the NAS disks from the PC before you switch the NAS user.
Please refer to the following table for detailed information.

Table 8-1 Relation between Client and User

Client User Support
Single Single Yes
Single Multiple No
Multiple Single Yes
Multiple Multiple Yes

® One client can connect multiple NAS disks and storage servers.
® Due to the cache mechanism of the Windows OS, wait a moment for the next connection

after the NAS disk is disconnected from the PC.
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Chapter 9 Configuring NAS Settings for DVR

(optional)

The DVR storage share mode is applicable to the embedded encoding devices, e.g., DVR, DVS, IP
camera, IP dome, etc. The DVR in the following section refers to the embedded encoding device.

The topological structure of the storage systems and DVR units are shown below. This is a
recommended structure in network video security deployment, considering the increasing

business requirement in practical applications.

DVRI1 DVR2 DVRn
I I
B s — — — — — 1 I _____ e
h 4 A 4 ‘
|Rem0te Manage PCIQ— — e Switch
SR £ 5 A .
\ 4 } X
IP Storage Device 1 I]p Storage Device 2| I]P Storage Device nﬂ

Figure 9. 1 Topological Structure

9.1 Creating DVR Storage Space

Before you start:
Add virtual storage pool before you configure the DVR settings. For more details, see Section 6.4
Virtual Storage Pool Management.
Steps:
1. Enter the DVR Settings interface.
NAS > DVR

Create DVR

B DVR Information (Total: 0) Total 0 Page
search] | search
Available
|| Name Size(MB) Read-write IP Used LUN Status Status Modify Test Check index
space
* Delete & Mount @ Repair & Stop repair @ Check

Figure 9. 2 DVR Settings Interface
2.  Click the Create DVR button to open the Create DVR page.
Name: Edit the name of the DVR NAS disk as desired.
Size: Set the capacity of each DVR NAS disk.
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R/W IP: Input the IP address of the DVR to which the DVR NAS disk is to be connected.
Number: Input the number of the DVR NAS disks to be created. (The default value is 1.)
Available physical volume: Select the physical volume on which the DVR NAS disk(s) is

located.

@

® The size of the DVR NAS disk should be set between 20GB and 8TB.

® |f you specify the R/W IP, only the device with the specified IP address can access the DVR
NAS disk. If you leave the field empty, then multiple devices can access the DVR NAS disk.

® The DVR NAS disk cannot be used by two DVRs at the same time.

Create DVR

Name: e.g. dvr_1
Size: e.g. 20000
R/W IP: e.g. 192.168.1.1

Number: 1 e.q.5

| Available physical volume

] Name (MB)
pv_array 3,194,976

disk1 1,292,352

disk2 1,292,352

? | Close |

Figure 9. 3 Create DVR
3. Click the OK button to create the DVR NAS disk. You can view the information of the added
DVR NAS disks on the DVR NAS disk List.

NAS -> DVR

Create DVR

B DVR Information (Total: 2) Total 1 Page
seach{ | search
Available
|| Name Size(MB) Read-write IP Used LUN Status Status Modify Test Check index
space

(= DVR_disk1 20480 172.6.23.65 20448 pv_array Normal Locally normal Operation Tesi Check index

=] DVR_disk2 30720 0.0.0.0/0.0.0.0 30687 disk1 Normal Locally normal Operation Test Check index
¥ Delete & _Mount @ Repair % _Stop repair & Chedl

Figure 9. 4 DVR NAS Disk List
4. You can select a DVR NAS disk and click Operation in the Modify column to modify the name
and R/W IP address for the DVR NAS disk. Click OK to confirm the settings.
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Modify DVR

? | Close |

Figure 9. 5 Modify the DVR NAS Disk
5.  You can check the checkbox to select the DVR NAS disk, click Delete under the list, and then

confirm the pop-up dialog box to delete the selected DVR NAS disk.

@ Do you want to delete the DVR?

S

T | Close |

Figure 9. 6 Pop-up Dialog Box
6. You can select a DVR NAS disk and click Test in the Test column to test the communication

status between the storage server and DVR.

PING 172.6.23.65 (172.6.23.65) 65(93) bytes of data.

73 bytes from 172.6.23.65: icmp_seqg=1 ttl=60 time=0.279 ms
73 bytes from 172.6.23.65: icmp_seqg=2 ttl=560 time=0.200 ms
73 bytes from 172.6.23.65: icmp_seqg=3 ttl=60 time=0.282 ms

--- 172.6.23.65 ping statistics ---

3 packets transmitted, 2 received, 0% packet loss, time 2001ms
rtt min/avag/max/mdev = 0.279/0.287/0.300/0.016 ms
Succeeded to test IP.

Figure 9. 7 Test Connection

9.2 DVR Configuration

Purpose:
DVR NAS disks in the network storage system can be added to the DVR units as the network HDDs,

via the DVR local menu or the client software.

71



Quick Operation Guide of DS-A81 Series Storage System

0

Nore]
Here we take the DVR local menu as an example.

Steps:

1. Enter the Add NetHDD interface of the DVR local menu. For details, see the user manual of
the DVR.

2. Select NAS from the drop-down list as the network HDD type.

3. Input the IP address and directory of the NAS disk. You can also click the Search button to

search the NAS disks available, and select the NAS disk to be added.

s
[Nore]

The directory format is: /dvr/DVR NAS disk name.
Example: If DVR NAS disk name is DVR_disk1, then the directory should be /dvr/DVR_disk1.
4. Click OK to confirm the settings. And then the DVR NAS disk will be added to the HDD list of
DVR.

Add NetHDD

NetHDD NetHDD 1

Type NAS
MNetHDD IP Address  172.10 .72 .241
NetHDD Directory Jdvr/DVR_disk2

No. Directory

fdvr/DVR_disk1

Figure 9. 8 Add NetHDD
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Chapter 10 System Monitoring and Alarm

10.1 System Monitoring

After logging in the storage system, the administrator can view the basic status and the running
information of the system. The current status of the system is displayed in the upper-right corner

of the web page. If the storage system is running normally, the status is displayed as follows:

Figure 10. 1 Normal System

When the system is exceptional, you can see the abnormal information in the upper-right corner

of the web page. Click _ to unfold the alarm message box and you can view the

details of the abnormal information.

Alarm Info

- Abnormal array
Array(r5) disabled

- Abnormal Network
Data network port2: speed is 10 Mb/s

Figure 10. 2 Abnormal System
The alarm information of the system includes but is not limited to the following conditions:
1. Hard Disk: The status and connection condition of the disks installed on the chassis or
expansion enclosure.
2. Environmental Control Information: The temperature, fan and power supply of the chassis or
expansion enclosure.
3. System Business Status: iSCSI, NAS and CVR.

4. Network: The connection status of the data port or management port.

10.2 Environmental Information

In the Environmental Information interface (Maintenance > Control Message), the motherboard
information, the chassis information, the expansion enclosure information and the audio warning

information are listed.
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Motherboard Information

The information of CPU fan speed, CPU temperature, motherboard fan speed and system
temperature will be monitored. When the fan is abnormal (e.g., low speed) or the temperature is
abnormal (e.g., high temperature), the system shows the corresponding alarm messages.
Chassis Information

The information of the fan speed, temperature information and power supply information of the
chassis will be monitored. Up to 8 chassis fans can be connected depending on different models.
Expansion Enclosure Information

The manufacturer, type, bay number, version, fan speed, temperature and other information of
the expansion enclosure are displayed.

Fan Speed Control

The fan speed of the chassis can be set according to the ambient temperature, to adjust the
internal working temperature of the chassis. Low temperature can help to extend the system life
and reduce the failure rate, but also increase the noise and power consumption. Our storage
system provides 3 working modes of the fan, including high speed, medium speed (default) and
low speed. In the same circumstance, comparing to medium speed, the high speed can decrease
the temperature and the low speed can reduce the noise.

Audio Warning

The system makes the audible warning when the system is in abnormal status. You can click the

mute button to enable/disable the audible warning.
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Chapter 11 Bad Disk Management

Purpose:

The failure possibility of hard disk increases with increment of its working time. That is the reason
why we set RAID as the HDD working mode. When RAID 5 working mode is adopted, the storage
system will keep running in case of single hard disk failure, in an unstable status. Replace the bad

disk to avoid the data loss and performance reduction.
11.1 Configuring Alarm for Bad Disks

Steps:
1. Enter the Disk Management interface.

Storage > Disk

STORAGE -> Disk

Disk state Rescan
| Location Supplier Model Size(MB) State Group Disk state
0O 0/0-6 Seagate ST3320620M5.9QF80Y3B 305,245 Warning Storage Pool Details
[F]| 0/0-7 Seagate ST31000524NS.9WKAL2L3 953,869 Normal Storage Poal Details
[F] 0/0-9 WD WD2002FYPS-02W3B0.WD-WCA... 1,907,729 Bad disk Eiee Details

Q, Locate 1] initialize © . Check

Figure 11. 1 Disk Information

N
*

If the disk is abnormal, the system will automatically detect the disk. After the detection i

complete, the alarm information will be displayed with the disk No. and model.

B (0/0-9,WD2002FYPS-02W3B0.WD-
WCAVY6087695)

Figure 11. 2 Alarm Information

11.2 Replacing the Bad Disks

Steps:

1. Before replacing the bad disk(s), you need to check the new disks.

2. To check all the disks, click the m icon on the navigation bar e kb and all
the disks will be displayed.
3. Select all the disks, and click Check under the list to start the checking process for all disks.

You can also check the selected disks partly. For details, see Section 6.2.3 Checking Disk.
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The navigation bar will be displayed when more than 10 disks are

installed in the storage system.

4. Replace the bad disk with a new one in normal status after the checking process is complete.
You can send the bad disk to disk manufacturer or the engineer of our company for
detecting. Do not reuse the bad disk, for it may cause RAID instability or data loss.

5. Rebuild the array after replacing the bad disk. For details, see Section 6.3.2 Rebuilding an

Array.
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Chapter 12 Appendix

® [E6, IE7, IE8 and IE9 browsers are supported by the storage system.

® The default IP address of Data NIC is 192.168.0.100, and the default working mode is
Active-backup.

® [f you forget the IP address of the device, you can obtain it by inputting command “ifconfig”
in the Hyper Terminal(Baud rate should be set as 115200).

® You may enter the manage system through https://10.254.254.254:2004, with the user
name web_admin and default password 123.

® |t is recommended to connect two network interfaces to the Ethernet network when the
storage device are equipped with several Gigabit NICs.

® After you modifying the IP address of an network interface, the Management system may be
disconnected. log in to the system again with the new IP address in this condition.

® If you forget the modified IP address, configure a PC with IP address of 10.254.254.xxx,
connect it to the storage system via the Manage NIC (https://10.254.254.254:2004), and

then check and modify the IP address of Gigabit Network interface.

0203001031114
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